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What we will cover...

» Basic introduction of ‘images’

» Image building environment setup

» Building an FFU image using Imaging ana
Configuration Designer (ICD)

» Building an FFU image using ImgGen.cmao

« How to flash a FFU file...




Agenda

« Windows Phone Image Introduction
» Environment Setup

« ICD
» ImgGen.cmd

» Flashing Image




Windows Phone Image
Introduction



Packages

Microsoft packages.

These include all OS and Microsoft-implemented driver packages required for any image, as well as
additional platform-specific driver and firmware packages (for example, packages for components
specific to a particular device resolution or SoC).

SoC vendor packages.

These include packages for drivers and firmware components implemented by the SoC

vendor.

OEM packages.

These are packages created by OEMs for content such as drivers and applications.



Environment Setup



Environment setup

« Install Visual Studio 2015

» Install ADK for Windows 10

» Install Windows SDK for Windows 10

« Install Windows Driver Kit for Windows 10
e [Install Winaows 10 Mobile Kit

« If you use Windows 8.1 as your host system, make
sure you update the registry:

« reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem /v
NtfsAllowUsnMinSizeTMb /t REG_DWORD /d 1




Environment setup

Set WPDKCONTENTROQT environment

variable

«  %ProgramFiles%\Windows Kits\10
or
«  %ProgramFiles(x86)%\Windows Kits\10 (x64 OS)

Set PATH environment variable to include

« %WPDKCONTENTROOT%\Tools\bin\i386
«  And %WPDKCONTENTROOT%
« So you won't get errors when trying to run tools

Reboot

Use below commands to check

« echo "%WPDKCONTENTROOT%"
« echo "%PATH%"

Microsoft Confidential

(x86 OS)

Environment Variables

User variables for jackiech

Variable

Value

SoPATHY; % WPDKCONTENTROOT %\T...
SaUSERPROFILES:\AppDatalLocal\Temp

TMP %aUSERPROFILE%\AppData'Local\Temp

WPDKCOMTENT... %eProgramFiles(x86)%\Windows Phone...
MNew... Edit... Delete

System variables

Variable Value L

ComSpec C:\Windows\system32\cmd.exe

FP_MO_HOST_C... NO

MUMBER_OF_PR... 4

05 Windows_NT v
Mew... Edit... Delete

oK Cancel




Environment setup

Install OEM test certificates (setup code signing

environment)
« "%WPDKCONTENTROOT%\tools\bin\i386\Install OEMCerts.cmd”
(make sure you have " mark in your command)

= certmgr - [Certificates - Current User\Personal\Certificates]

File Action View Help

e 2 0|6 HE

e

¥ Certificates - Current User A |l lssued To |ssued By
« O Personal %] Windows Phone OEM App Test Cert 2013 (TEST ONLY) Windows Phone Intermediate 2013 (TEST ONLY)
. e L . r“:iL,iJ'-.r".r'in:in::w»'«.“';.' Phone OEM HAL Extension Test Cert 2013 (TEST ONLY) Windows Phone Intermediate 2013 (TEST ONLY)
[ = Z;:::ii”;:uimﬁ"at'”“ Authorities %3] Windows Phone OEM PP Test Cert 2013 (TEST ONLY) Windows Phone Intermediate 2013 (TEST ONLY)
. : Intermediate Certification Authorities gWinduws Phone OEM PPL Test Cert 2013 (TEST ONLY) Windows Phone Intermediate 2013 (TEST ONLY)
» 1 Active Directory User Object ¥4 Windows Phone OEM Root 2013 (TEST ONLY) Windows Phone OEM Root 2013 (TEST ONLY)
b [E] Trusted Publishers ?ﬁ]Windnws Phone OEM Test Cert 2013 (TEST ONLY) Windows Phone Intermediate 2013 (TEST ONLY)

> [ Untrusted Cestificates ?ﬂWindows Phone OEM Test Platform Key Cert 2013 (TEST ONLY)  Windows Phone Intermediate FFU Cert 2013 (TEST ...

i || Third-Party Root Certification Authorities

t. | Tructed Deanle vil<

"~ [ - oW - s



Environment setup

Create an "Administrator” “Developer Command
Prompt tfor V52013" shortcuts

» This PC » Local Disk (C:) » Program Files (x86) » Microsoft Visual Studio 12.0 » Common?7 » Tools » Shortcuts

~ [ Name

-~

# Developer Command Prompt for VS2013 Propel

oo N
2 Build Notifications General Shortcut | Options | Font | Layout | Colors | Security | Det

#4 Debuggable Package Manager

R

ﬂ Developer Command Prompt for V52013 H Developer Command Prompt for V32013

@7 FRemote Debugger Folder Advanced PerEFtiES l
ﬂ V52013 ARM Cross Tools Command Prompt

ﬂ V52013 x64 Cross Tools Command Prompt Choose the advanced properties you want for this shortcut.
ﬂ V52013 x64 Native Tools Command Prompt
ﬂ V52013 x86 Native Tools Command Prompt

-r

Run as administrator

| This option allows you to run this shortcut as an
administrator, while protecting your computer from
unauthorized activity.

+ | Run in separate memory space
EE



Using Image and Configuration
Designer



Image and Configuration Designer

Launch ICD.exe

« from “"C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment
Kit\Imaging and Configuration Designer\x86"
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Image and Configuration Designer

=¥ New project

Select imaging source format

() The Windows image is based on a Windows image (WIM) file

want to use,

installed. The following editions have been installed:

Windows Phone

You can use a WIM-based image for these Windows editions: Enterpnise, Professional, and Core. For these
editions, you must provide the appropnate install.wim file which contains the Windows edition that you

You can use a pre-installed OS kit based image for Windows Editions with associated OS kits already

Back

Mext
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Image and Configuration Designer

» Click Browse and then select bsp.config.xml in your
BSP

2% New project X

Select hardware component drivers

Cli e to select your hardware components.
q
MNew folder == - TH o

~ MName Date modified Type ~

OEMInputTemplates 8/10/2015 11:38 A.. File folder

ProcessedFiles 8/12/2015 6:51 PM File folder

E SPKG 8/10/2015 11:23 A...  File folder
D QRD.bsp.config.xml 8/13/2015 12:26 PM XML Docur

nts LR 4 >

File name: |QRD.bsp.config.xml ~| |BSP Config Files (*bsp.configxn ~

Open Cancel
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OEMInput file

The type of image to generate

« Retail, Production, Test, Health, Manufacturing, Customer care

The OEM packages to include in the image

- To specify which OEM packages to include



OEMInput file

<!-— From Microsoft sample OEMInput.xml file -—->
<AdditionalFMs>
<AdditionalFM>SWDKCONTENTROOTS\FMFiles\MSOptionalFeatures.xml</AdditionalFM>
<!-— Add CEM FM files here -->
</AdditionalFMs>
<Features>
<Microsoft>
<!-— Features from Microsoft OEMInput sample —->
<!-— Additional OEM-selected features defined by Microsoft
Include detailed comments about why each feature was chosen for this image -->
</Microsoft>
<QEM>
<!-— Additional OEM-selected features defined by the OEM
Include detailed comments about why each feature was chosen for this image -—-->
</OEM>

</Features>



Image and Configuration Designer

» After various validations and settings loading are
done, it proceeds to below screen.

e Click Create and then select FFU
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Image and Configuration Designer

e Click Create and then select FFU.

=£¥ Build ped

Select the image type

—) (@ Test (Size: 1.46 GB) A

Use to test the OS and drivers on the device. This image is unlocked and doesn’t contain security
enforcements or test content from either Microsoft or the silicon vendor.

() Production (Size: 1.35 GEB)
Similar to a final retail image, but is unlocked and doesn't contain security enforcements or test content
from either Microsoft or the silicon vendor.

() Retail (Size: 1.35 GB)
Use to flash to final retail devices. All content, including packages, binaries, and apps, must be Microsoft-
signed for this image to build.

() Manufacturing retail (Size: 1.35 GB)

ncludes a full OS that is optimized to help with labeling and provisioning retail devices on the factory
floor. All content, including packages, binaries, and apps, must be Microsoft-signed for this image to
build.

Manufacturing test

ncludes a manufacturing OS, which is optimized to help with MMI testing on the factory floor. b
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Image and Configuration Designer

= Build X
Describe the image

Enter a brief description for the image: Windows Phone arm.fre image build on Thursday, August 13,
This description will not show up on your phone. 2015, 6:10 PM

Select the languages you want ta include:

(] ms-my (2.19 MB) [] te-IN | (7.55 MB) [[] de-DE | (51.69 MB)

[] nb-no (2.12 MB) [] t-TR | (657 MB) [] en-GB | (42.43 MB)

] ninl (2.21 MB) (] uk-UA | (666 MB) [] enIN | (13.71 MB)

] plpl (2.23 MB) [] vi-vN | (299 MB) en-US | (45.66 MB)

[] ptbr (2.2 MB) zh-CN | (37.91MB) [] esES | (45.13 MB)

[] pt-pt (2.23 MB) zh-HK | (9.42 MB) [] es-MX | (10.07 MB)
gps-ploc | (263MB) v zh-TW | (1426 MB) | [[] fr-FR | (42.87 MB) ~
Boot language: en-us ~ | Boot locale: en-us v

Back (H MNext |>
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Image and Configuration Designer

£ Build X

Select where to save the files

|C:\Users\.kenchang\Documents\Windows Imaging and Configuration Designer (WICD)\Project_1\Test | Browse...

Customization answer file (optional)

Include a customization answer file that contains MCSF asset settings, such as ringtones or wallpapers, to build a
customized image.

| Browse...
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Image and Configuration Designer

£ Build X

Build the Windows Mobile image

@ Project information

Praject name: Praoject_1
Type: Test
BSP config file: EAWMIONBSP\BuildServer\grd8x26\QRD.bsp.config.xml

Windows edition: Windows Phone

ChUsers\kenchang\Documents\Windows Imaging and Configuration Designer (WICD)

Qutput location: :
\Project_14Test

@ Image summary

@ Build output

Status: Ready to build

Back | Build | Next
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Image and Configuration Designer

 Expand "Build Output” to monitor messages.

=¥ Build >

Build the Windows Mobile image

@ Project information
@ Image summary

Auto scroll ‘View in Notepad | ‘ Clear log ‘ ‘ Open output folder
{8/13/2015 6:12:49 PM} Partiton Type: {ebd0ala2-b9e5-4433-87c0-68b6b72699c7}
{8/13/2015 6:12:49 PM} Total Sectors: 0x0
{8/13/2015 6:12:49 PM} Sectors In Use: Ox0

{8/13/2015 6:12:49 PM}
{8/13/2015 6:12:49 PM} InitializeVirtualHardDisk: Creating the VHD on volume C\.

{8/13/2015 6:12:49 PM} InitializeVirtualHardDisk: C\ === \"\Volume
{ce502e79-0432-4068-8758-522773a61435}\.

{8/13/2015 6:12:49 PM} InitializeVirtualHardDisk: \\?\Wolume{ce502e79-0432-4068-8758-522773a614855,
mount point: C\.

Status: [ —

Back Cancel Next
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Image and Configuration Designer

» Wait around 15 minutes for FFU to be generated.

=5 Build X
Success!

The image is located here:

ChUsers\kenchangDocuments\Windows Imaging and Configuration Designer (WICD)\Project_1\Test\Flash.FFU

View log

[ Back | [ Fash || Finish |

{8/13/2015 6:27:16 PM} Imaging: Image processing complete.
{8/13/2015 6:27:18 PM} DismountFullFlashImage:[2.438] Cleaning up temporary paths.
{8/13/2015 6:27:19 PM} Storage Service: Dismounting the image in 2.4 seconds.
{8/13/2015 6:27:19 PM} Imaging: Performance Results:
{8,/13,/2615 6:27:19 PM} Total Run Time: ©9:14:32.1801374
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Demo



ImgGen.cmd



Environment setup

Take MTP 8992 as an example:

Set Platform=arm

Set device=8992

set QCNHDebug=\

set SIGN_OEM=1

set SIGN_WITH_TIMESTAMP=0

set QCPackageDir=E:\Prebuilt\

Set WDKCONTENTROOT=E:\MobileOS-arm-fre



ImgGen.cmd

» |dentify the packages to include in the image.

« Specify sets of packages to include in the image by using feature manifest
files.

« OEMs must create a device platform package to specity data specific to the
device platform, and include this package in the image.

 Create an OEMInput file that defines the image.

» Optionally create a customization answer file. Do this it you want to build one
of the supported Windows Phone customizations into the image.

 Run the ImgGen.cmd to build the image.
* Flash the image to a phone.



OEMInput file

The type of image to generate

« Retail, Production, Test, Health, Manufacturing, Customer care

The OEM packages to include in the image

- To specify which OEM packages to include



OEMInput file

<!-— From Microsoft sample OEMInput.xml file -—->
<AdditionalFMs>
<AdditionalFM>SWDKCONTENTROOTS\FMFiles\MSOptionalFeatures.xml</AdditionalFM>
<!-— Add CEM FM files here -->
</AdditionalFMs>
<Features>
<Microsoft>
<!-— Features from Microsoft OEMInput sample —->
<!-— Additional OEM-selected features defined by Microsoft
Include detailed comments about why each feature was chosen for this image -->
</Microsoft>
<QEM>
<!-— Additional OEM-selected features defined by the OEM
Include detailed comments about why each feature was chosen for this image -—-->
</OEM>

</Features>



How to build image using ImgGen.cmd

mgGen.cmd OutputFile OEMInputXML
MSPackageRoot [OEMCustomizationXML]
OEMCustomizationVer]

« ImgGen Flash.ffu OEMInput.xml "%WPDKCONTENTROOT%\MSPackages”

« ImgGen Flash.ffu OEMInput.xml "%WPDKCONTENTROOT%\MSPackages" OEMCustomization. XML
8.1.0.1



Flash Image



Flash Image

Boot the device into the FFU download mode
while it is connected to the host computer.

« To force the device into the FFU download mode manually, press and release the power
button to boot the device, and then immediately press and hold the volume up button. This
option is available only after an initial FFU has been flashed to the device.

Run ffutool.exe from the command line to flash an

image.
- ffutool -flash <FFU file>



Demo
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