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5 - Application Management
1. 100 minutes optional (1:40 total)
2. SCAC, SCOM & SCA: Application Management Components (25 mins)
3. SCAC: Manage Applications through Self-Service (10 mins)
4. SCOM: Monitor Applications (15 mins)
5. SCOM: Review Application Performance Monitoring (40 mins)
6

SCA: Monitor Applications with Advisor (10 mins)



5.1 - SCAC, SCOM & SCA: Application Management Components

5.1.1 - SCAC: Introduction to App Controller

In this exercise the user will learn about the different workspaces and functions of System Center
2012 R2 App Controller, including Clouds, Services, Virtual Machines, Library, Jobs and Settings.
Internet Explorer will be used to connect to App Controller which provides a common self-service
experience that can help easily configure, deploy, and manage virtual machines and services across
private clouds (through SCVMM) and public clouds (through Azure).

Estimated time to complete: 5 minutes

SCVMMON
Perform the following on SCVMMO01

1. From SCVMMO1, open App Controller by selecting the Internet Explorer icon from the taskbar.

||

2. If the site does not open, browse to https://SCVMMO01.contoso.com.

¢ |6 |FF oo o-¢

3. If a notification appears about the certificate, click Continue to this website (not recommended).


https://scvmm01.contoso.com/

& hitps:/fscvmmiicont.. 0~ X || O Waiting for scemm0l.cont.. *

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SEIVEr.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

4. When prompted to sign in, enter contoso\administrator for the user name and PasswOrd! for the
password. Click the Sign In button.

Microsoft'System Center 2012 R2 App Controller

Enter your credentials to sign in

User name:

contosohadministrator

Pazzword:

Sign In

© 2013 Microsoft. All rights reserved,

5. Navigate to the Overview workspace. This shows the overall status view of the clouds in the
infrastructure. This is the location to add new clouds to monitor, these include clouds from VMM,
Azure and other hosting providers.
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Navigate to the Clouds workspace. This page is used to connect to and manage public and private
clouds, and to deploy services to them. Users who manage public and private clouds must be
members of the Administrator user role.

& osn 2 ~ 6| @ gp Comoler
Center 2012 R2 ot
MicrosoftSystem : '_
O Hi Signout Heip
<

& Overview Clouds (1) Enter keyword r
T Connect »  Deploy | Manage Run As accounts T\ E G Ml B Lestrefesh 24246 AM

¥ services = -

3 Virtual Machines Nome Connection Name Description Subscription 1D Virtual Machines  CPU Memory Storage

& Ubrary 4Connection Name: SCVMMD1.contoso,com

Esobs &l contoso-Cloud L scumma 0/ Unlimited 0/ Unlimited 0 M8 / Unlimited 0 GB / Unlimited
b [Dsetings Deploy
Manage Run As accounts

Navigate to the Services workspace. This workspace is used deploy new services to public and
private clouds, or to change the properties of services already deployed.
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8. Navigate to the Virtual Machines workspace. This is the location to deploy virtual machines to
clouds, Azure or other hosting providers.

il comkosa.com Sl rasgemert £ - & || @ pp Conoter x
App Controller
Microsoft System Center 2012 R2
Hi. Signout Help
< L . -
@ Overview Virtual Machines (2) Enter keyword £
5 Clouds 3
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9. Navigate to the Library workspace. This page is used to manage file shares, templates, and
resources for both System Center 2012 — Virtual Machine Manager (VMM) and Windows Azure.
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10. Navigate to the Jobs workspace. The Jobs page is used to view the status of all the jobs that have
run in App Controller. For example, these jobs include changing user roles, adding or removing
cloud connections and deploying services.

Microsoft-System Center 2012 R2

@ Overview

“5 Clouds

$ Services

Z Virtual Machines
& Library

Jobs (3)

App Controller
Hi, Signout Help

Enter keyword ~

Show all @ f} & Lastrefresh: 1:48:18 PM
| | -
Job Target Status COwner Start Time
Maodify user role Administrators Completed contosoVAdministrator  10/30/2013 10:45 AM
Add connection SCVMMO1.contoso.com  Completed contoso\Administrator  10/30/2013 1:43 AM
Modify user role Administrators Completed contoso\Administrator  10/30/2013 1:42 AM
All! |

Modify user role

5z Copy Job Details to Clipboard

Status: Completed

Sub status:

Duration: 00 hrs 00 mins 01 secs
Owner: contosahAdministrator

Command Parameters (2)

11. Navigate to the Settings workspace and click Connections. This manages the connection settings
to different clouds. This provides the options to connect to a server running System Center



Virtual Machine Manager, Windows Azure, or a service provider. This is also the location to
import certificates or set specify proxy settings.

App Controller

MicrosoftSystem Center 2012 R2 adn
Hi, Signout Help
2 Overview Connections (3)
Clouds B = n o
Connect ¥  Remove Properties @ it = Last refresh: 4:09:20 PM
$ Services -
3 Virtual Machines Connection Name  System Type Description
5 Library &3 Proxy... Proxy... Edit connection properties to specify internet proxy settings. This connection cannot be removed or renamed.
[E] Jobs [El scvMMmOT.cont... SCVMM
Settings LY Windows Azure  Windows Azure  Built-in connection for accessing Windows Azure. Edit connection properties to specify Internet proxy settings.”

Connections
5 Subsc riptions

52, User Roles

5.1.2 - SCOM: Introduction to Operations Manager

In this exercise the user will learn about the different workspaces and functions of System Center
2012 R2 Operations Manager, including Monitoring, Authoring, Reporting, and Administration.

Estimated time to complete: 15 minutes

SCOMO1

Perform the following on SCOMO01

1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.

= e

2. Navigate to the Monitoring workspace.
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OM_Contoso - Operations Manager - | a
File Edit View Go Tasks Tools Help

L e~ X @ .

Monitoring <

| B Monitoring ~ -
|| Active Alerts 2 = 2
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%] Distributed Applications
< Task Status
E2E| UNIX/Linux Computers
2| Windows Computers
» |_g Agentless Exception Menitoring

‘o' Required Configuration Tasks: Actions:

View all Active Alerts

In order for Operations Manager to manage and monitor your
network you must complete the following steps: View Computer State
> | Application Monitoring View Distributed Application ¢
» |_g DataWarehouse = Required: Configure computers and devices to manage

» L@ Microsoft Audit Collection Services
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» L@ Microsoft 5QL Server N » N
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]
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This workspace is used to see what is going in the monitoring environment and is the primary
workspace for operators. It contains views, diagrams, and dashboard views that compile and
present useful information that Operations Manager has gathered.

Click the Active Alerts view. This view shows all alerts that are active (not closed).

In this view, select an alert to view its details, such as the rule or monitor that generated the alert
and the managed object that has the problem.

Double-click an alert to open its properties.

Select an alert and click Health Explorer in the Tasks pane to open Health Explorer in the context
of this alert.

When appropriate, the user can close the alert from this view by clicking Close Alert in the Tasks
pane.

Click Discovered Inventory. This view shows all objects that have been discovered and their
states.

Click Change Target Type in the Tasks pane to filter the discovered inventory list to a single type
of object. The target type determines the type of information that will be displayed in the details
pane for a selected object.

Click Cancel.



12.

13.

14.

15.
16.

17.

Select ltems to Target -

Select the class. group. or object that you want to target from the list below. You can also filter or sort the list to make
items easier to find.

Look for:

“ | Clear

(®) View common targets

() View all targets

Target v Management Pack Description -~
MET Application Maonitaring Operations Manager APM Inf .MET Application Monitaring Agent

Access 2013 Page Instance  Microsoft SharePoint Server  Access 2013 Page Instance

Access 2013 Service Instanc  Microsoft SharePoint Server  Access 2013 Service Instance

Access Page Instance 2013 Microsoft SharePoint Server  Access Page Instance

Access Service Instance 201 Microsoft SharePaoint Server  Access Service Instance

Activated APM Agent Operations Manager APM Inf Activated APM Agent

Active Directory Client Persp Active Directory Server Com  Client systems designated to monitor Active Directory
Active Directory DC and Glo Active Directory Server 2000 Active Directory DC that is also a Global Catalog Server
Active Directory DC and Glo Active Directory Server 2003 Active Directory DCthat is also a Global Catalog Server
Active Directory DC and Glo Active Directory Server 2008  Active Directory DCthat is also a Global Catalog Server
Active Directory Domain Co  Active Directory Server 2000  Instances of this class represent AD Domain Controllers ry
Active Directory Domain Co  Active Directory Server 2003 Instances of this class represent AD Domain Controllers ny
Active Directory Domain Co  Active Directory Server 2008  Instances of this class represent AD Domain Controllers n

Admin AP ‘Windows Azure Pack This is the Windows Azure Pack Admin APl Class

Admin Service In SPServicel Microsoft SharePoint Founda Admin Service in SPServicelnstance for a particular server,
AdminSite Windows Azure Pack This is the Windows Azure Pack Admin Site Class
AdvisorConnector Class Microsoft System Center Adv A
< m >

431 total Targets, 431 visible, 1 selected

Help || 0K || Cancel

Click Task Status. This view shows the output from tasks that have been executed in the console.
The Task Status view shows when a task is completed, finished, and the user who executed this
specific task.

Click Windows Computers. This view shows the state of the following aspects of discovered
Windows computers: Overall state of the computer, State of the agent on the computer, if an
agent is installed, State of the management server role, if the computer is a management server,
State of the Windows operating system.

To see information that is collected for a computer, select the computer Name field for a specific
computer.

The properties in the tasks pane can be clicked to display all of the information that is collected.

To open other views for a computer, right-click the computer, select Open, and click a view to
open.

Expand Microsoft SQL Server and click Active Alerts to view the alerts specific to SQL Server.



Monitoring

> |4 Microsoft SharePoint
4§ é Microsoft SOL Server
(=] Active Alerts
E] Computers
& Task Status
b _g AlwaysOnHigh Availability
> | g Databases
b _g Health Manitaring
> g Mirroring
b _g Performance
b :g Replication
b _g Server Roles
s :g S0 Agent

18. Click the Authoring workspace.

OM_Contoso - Operations Manager - | O
File Edit WView Go Tasks Tools Help

T s L% o @

Authoring <

4 | & Authoring By -
[> j\_-) Management Pack Templates . .
2 Distrouted Aopliators ﬁ Authoring Overview
£ Groups
> &y Management Pack Objects >

'0' Required Configuration Tasks: Actions:

Use a template to add monitg
In order for Operations Manager to manage and monitor your

network you must complete the following steps: Describe and monitor a new d
Create a new group =
> Required: Configure computers and devices to manage
% Required : Import management packs
% Reguired: Enable Notification Channels Key Concepts:
% Upgrade to full version The Authoring Workspace

The Add Monitoring Wizard

Management Pack Authoring
Add Monitoring Wizard...
New Distributed Application... . Management Pack Templates:
New Group...
Add monitoring to management packs by using pre-defined
L management pack templates.
.. Monitoring
g Exampies: "Website URL™ or “"NT Service” Learn About:
ﬁ‘ Authoring Go to management pack templates
Creating and Managing Groug
;D‘ Reporting Building an Expression
2
"‘.:1 Administration Building a Script
’& Distributed Applications:
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< m >
Ready

19. This workspace is used to create new monitoring scenarios. Existing management packs can be
added or changed or new management packs can be created for applications that do not have
one.



20. Click Management Pack Templates. Management packs contain settings that enable agents to
monitor a specific service or application in System Center 2012 — Operations Manager. These
settings include discovery information that allows management servers to automatically detect
and begin monitoring objects, a knowledge base that contains error and troubleshooting
information, rules and monitors that generate alerts, and reports. Management packs might also
contain tasks, diagnostics, and recovery tools and guidance to help fix problems.

Manage
File Edit View Go Tasks Tools Help

| Search™ - *~ Add Monitoring Wizard - L [;a‘ Find] [El Tasl:s]
Authering 4« Management Pack Templates 14

4 |/ Authoring <, Look for | |

» | Management Pack Templates
#% Distributed Applications
=1 Groups

- &y Management Pack Objects

Mame

g— -MET Application Performance Monitoring
" JEE Application Availability Menitoring
_.a JEE Application Performance Monitoring
) OLE DB Data Source

" Process Menitering

g TCP Port

_.a UMK/ Linux Leg File Monitoring

gy UNIX/Linux Process Menitering

g Web Application Availability Menitoring
_.a Web Application Transaction Monitoring
o7 Windows Azure Application

_ Windows Azure Monitoring

i Windows Service

_.a WS5-Management and SMASH Device Discovery

21. Click Groups. In System Center 2012 — Operations Manager groups can be used to scope views,
reports, overrides, and alert notifications. Groups are created in the Authoring workspace in the
Operations console.



File Edit View Go Tasks Tools

J:I Search™ _ E Create a New Group _ .!“..

Groups - OM_Contoso - Operations Manager

Help

Authoring <  Groups (202)
4 |2 Authoring \-k Look for: | Find Now
[ ‘\_o;l Management Pack Templates Name

#% Distributed Applicatiors
[IE Groups ]
> 5y Management Pack Objects

< m >

Add Monitoring Wizard...
New Distributed Application...

New Group...

.._. Monitoring

/i Authoring

£

AD Domain Controller Group (Windows 2000 Server)
AD Domain Controller Group (Windows 2003 Server)
AD Domain Controller Group (Windows Server 2008 and above)
AD Menitoring Client Computer Group
Agentless Managed Computer Group
AlX Computer Group
AlX Instances Group
All Business Critical Windows 2000/XP Clients
All Network Connection Group
All Metwork Menitoring Group
All Operations Manager Objects Group
All Windows Azure Monitored Deployments
All Windows Azure Monitored Resources
All Windows Azure Moenitored Subscriptions
All Windows Computers
App Controller Objects Group
Application Virtualization Server 5.0 Computer Group
Client Menitering Data Group
Cluster Roles
Computer Group consisting of LS Synthetic Transaction Watcher No...

Computer Group consisting of Synthetic Transaction instances

Group details:

22. Click the Reporting workspace.

Sub-groups

o o O O O O O O O O Ww o o o oo oo oo o

Clear

Created

1/4/2014 7:54:44 PM
1/4/2014 7:54:55 PM
1/4/2014 8:03:30 PM
1/4/2014 7:53:55 PM
1/10/2014 8:16:13 P...
1/4/2014 8:20:59 PM
1/4/2014 8:21:02 PM
1/4/2014 6:24:37 PM
1/4/2014 6:18:09 PM
1/4/2014 6:18:09 PM
1/4/2014 6:34:56 PM
1/4/2014 81739 PM
1/4/2014 81738 PM
1/4/2014 81739 PM
1/10/2014 8:16:13 P...
1/5/2014 6:43:58 AM
1/5/2014 5:28:56 AM
1/4/2014 6:17:09 PM
2/12/201412:03:08 ...
1/5/2014 6:16:47 AM
1/5/2014 6:16:50 AM
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23. Operations Manager provides extensive reporting capabilities, including multiple report libraries
that can be selected to customize reports for specific requirements. Reports perform a query
against the data warehouse database and return the results in an easy-to-read format.

24. Click the SQL Server 2012 (Monitoring) node in the Reporting workspace. This view is used to
open and schedule reports for various SQL Server tasks.

25. Click the Administration workspace.
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Find connectars for other mar
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The Administration Workspad
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Run As Accounts and Profiles
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-
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< m >

Ready

26. The Administration workspace is the primary workspace for administrators. The workspace is used
to configure a management group and its managed objects. There are several different options
available on this workspace.

27. Expand Device Management. Device management is used to perform configuration of specific
management servers, agent-managed computers, agentless-managed computers, UNIX servers,
and Linux servers.

28. Click Agent Managed. Various tasks can be performed on agent-managed computer, these
include repairing or uninstalling an agent on a target computer.

Administration <  Agent Managed (6]
@ Administration { Look for; | Find Mow Clear
?’ Connected ManagementGrowps | e State FQDM MNarne Domain
! [ Device Management 4 Primary Management Server: SCOMO01.contoso.com (6)
dﬁ Agent Managed
. (¢ Healthy DCO1.contoso.com DCm contoso
s Agentless Managed N
- @ Healthy SCCMOT.contoso.com SCCMOT contoso
Q Management Servers
& Pending Managemers @ Healthy SCOPMOT.contoso.com SCOPMO contoso
[ unxinux Computers @ Healthy SC007.contoso.com SCom contoso
i Global Service Monitor .@. Critical SCSMON.contoso.com SCSMO contoso
36 Management Packs @ Healthy SCVMMOD.contoso.com SCYMMDT contoso

: _:-ﬂ Metwaork Management
1 =] Motifications

|% Channels

@ Subscribers

“5] Subscriptions
- =¥ Product Connectors



29.

30.

31.

32.

33.

34.

Click Agentless Managed. An agentless managed machine is a Microsoft Windows-based system
in which an agent cannot be installed can be managed without an agent. Not all management
packs support agentless management, for example the Active Directory management pack and
the Microsoft Exchange Server 2003 management pack do not support agentless management.

Click Management Packs. This is a listing of all the management packs imported into the
management group.

Right clicking an individual management pack in the results gives additional options such as
viewing its properties, deleting the pack, or export any customizations to another management

group.

Links in the tasks pane are used to create, import, and download management packs.
Administration < Management Packs (277)
& Administration 3 Lookfor | | Find Now Clear
18, Connected Management Growps ;e Version Sealed Datelmported  Description ~
[ ) BT #5 360 Application Monitoring Dashboards 7.1.10226.0 Yes 1/4/2014 6:24:5..,
l". Agent Managed — N N
B Agentiess Managed 5 Active Directory Server 2000 (Discovery) 6.0.8228.0 Yes 1/4/2014 T:541...  Active Directory Management Pack fol
%1 T B3 Active Directory Server 2000 (Menitoring) 6.0.8228.0 Yes 1/5/2014 5:14:4...  Active Directory Management Pack fol
& Pending Managemert 4 Active Directory Server 2003 (Discovery) 6.0.8228.0 Yes 1/4/2014 7:545...  Active Directory Management Pack fol
5 UN/Linx Computers 5 Active Directory Server 2003 (Menitoring) 6.0.8228.0 Yes 1/5/20145:133...  Active Directory Management Pack foi
i Global Service Monitor 4 Active Directory Server 2008 and above (Discovery) 6.0.8228.0 Yes 1/4/2014 7:55:2...  Active Directory Management Pack fol
% Management Packs 5 Active Directory Server 2008 and above (Monitoring) 6.0.8228.0 Yes 1/4/2014 T:56:1...  Active Directory Management Pack fol
C& Network Managemert 5 Active Directory Server Client (Monitering) 6.0.8228.0 Yes 1/4/2014 T:56:3...  Active Directory Management Pack foi
1 =] Notificatiors 4 Active Directory Server Common Library 6.0.8228.0 Yes 1/4/2014 7:53:4...  Active Directory Management Pack Cc
&= Erzs B3 AIX Operating System Library 7443370 Yes 1/4/20148:20:5...  Microsoft AIX Operating System Librar
'é.{ Subscribers £3 Application Virtualization Server 5.0 5000 Yes 1/5/2014 5:282...  This monitoring pack provides monito
_ L‘;Jp:::::::'n':dm 5 Baselining Tasks Library 7084330 Ves /412014 6:15:1... System Baselining Tasks Library: This
; N T3 BizTalk Server Discovery 7.0.1033.0 Yes 1/5/2014 5:29:4...  This Management Pack is designed foi
F, Run As Configuration 4 BizTalk Server Library 7.0.1033.0 Yes 1/5/20145:280... This Management Pack is the BizTalk <
-5 Security 4 BizTalk Server Monitoring 7.0.1033.0 Yes 1/5/20145:303... This Management Pack is designed fol
@, settings 4 Client Monitoring Internal Library 7.1.10226.0 Yes 1/4/20146:223... Microsoft System Center Client Monits
- A system Center Advisor 4 Client Monitoring Library 7.1.10226.0 Yes 1/4/20146:17:0... Microsoft System Center Client Monitc
5 Windows Azure &, Client Monitoring Overrides Management Pack 7.1.10226.0 1/4/20146:23:2..  This management pack is the default |
< LU >SS Client Manitarina Views | ihrans 711027R0 Ve VAIMARIPA Mirrnenft Suctam Canter Clisnt Monitd

Click Product Connectors. Product connectors are used to synchronize Operations Manager data
with other management systems such as those that monitor non-Windows computers or create
trouble-tickets. Product connectors can integrate a deployment of Operations Manager into
another management platform or connect other management systems into a full Operations
Manager management solution. Any product connectors that the user integrates with Operations
Manager will be displayed in this section of the Administration workspace.

Expand Security and click User Roles. In Operations Manager, operations such as resolving alerts,
running tasks, overriding monitors, viewing alerts, viewing events, and so on have been grouped
into user roles, with each user role representing a particular job function. Role-based security
allows administrators to limit privileges that users have for various aspects of Operations
Manager.



35.

36.

Administration < User Roles (18)
i3 Administration ~| 4 Lock for: Find Now Clear
@ Connected Management Groups User Role Description
=] ;
P 12 BRI 4 Profile: Administrator (1)
t‘?. Agent Managed 2 . . -
-u—— . %, Operations Manager Administrators The Operations Manager Administrators user rele is created at setup time and cannot be de...
[ Agentless Manage:
%S] RO 4 Profile: Advanced Operator (1)
& Operations Manager Advanced Operators The Operations Manager Advanced Operators user role is created at setup time, is globally s...
_ﬁ Pending Management P 9 P P 9 P P 9 ¥
5 umix/tinu Computers 4 Profile: Application Monitoring Operator (1)
¥ Global Service Monitor _,3_,) Operations Manager Application Menitoring Q... The Operations Manager Application Monitoring Operator user role is created at setup time...
% Management Packs 4 Profile: Author (1)
_':é Metwork Management =| 4 Operations Manager Authors The Operations Manager Authors user role is created at setup time, is globally scoped and c...
1 i Notifications 4 Profile: Operator (9)
—:::‘ Channels & DPM Reporting Operator Can create, modify and view scheduled or on-demand reports. Cannot perform any other t...
‘%‘ SrEElEs & DPM Read-Only Operator Can view all DPM configuration, jobs and alerts. Cannot change or modify anything. Canno...
LZ| Subscriptiors a
'\.JP . thp - % DPM Tier-1 Support Can view all alert and job information. Can perform basic tasks such as re-running a failed j...
&* Product Connectors .
é; Resource Pooks % DPM Tape Admin Can perform all TAPE related actions.
#> Run As Configuration & DPM Tier-2 Support Can perform all tasks of Tier-1 suppert. In addition, can perform advanced troubleshooting ...
f L Security & DPM Admin Can perform all actions.
2, UserRoles & DPM Recovery Operator Can only perform recovery of data protected by DPM.
. Settings & DPM Tape Operator Can perform only lightweight Tape related operations such as running Tape inventory, driv...
I\ sustem Center Advisar v & Operations Manager Operators The Operations Manager Operators user role is created at setup time, is globally scoped and...
< (L > 4 Profile: Read-Only Operator (1)
Discovery Wizard... 2 Operations Manager Read-Only Operators The Operations Manager Read-Only Operators user role is created at setup time, is globally ...
P ] y Up p 9 y Up p g ty
4 Profile: Report Operator (1)
.‘ Monitoring i Operations Manager Report Operators The Operations Manager Report Operators user role is created during setup and has a globa...
v 4 Authoring 4 Profile: Report Security Administrator (1)
a _35 Operations Manager Report Security Administra... The Operations Manager Report Security Administrators user role is designed to enable the ...
i‘j. Reporting
(% Administration

Expand System Center Advisor, click Advisor Connection. System Center Advisor is an online
service that analyzes installations of Microsoft SQL Server 2008 (and later versions), and Windows
Server 2008 and 2008 R2, and Lync Server 2010. Advisor collects data from the installations,
analyzes it, and generates Alerts that identify potential issues (such as missing security patches) or
deviations from identified best practices with regard to configuration and usage. Advisor also
provides both current and historical views of the configuration of servers in an environment. This
service is not available to explore as there is no Internet connection in the lab.

Click the My Workspace workspace. This workspace provides an area that can be customized for
specific needs. Users can create folders to organize the workspace, add shortcuts to favorite
views, save useful searches, and create views.



OM_Contoso - Operations Manager = |[@
File Edit View Go Tasks Tools Help

0 Jsearcnv . i Scope o .

My Workspace <

4 ’?j My Workspace

emee My Workspace Overview
12 saved searches f y P
Favorite Views: Actions:
View My Favorite Views
Create favorite views, which are private and cannot be seen by others.

View My Saved Searches

Key Concepts:

ye) Saved Searches: My Workspace

Save a search, like a view, to display results matching the search criteria.
Learn About:
. Using My Workspace
¢z} Notification Subscriptions: Cresting Views
New View »
Create notification subscriptions to be notified and alerted of problems and
. — changes in your monitaring environment. )

j Monftoring Online Resources:
/| Authoring Microseft System Center Cnline
= Microsoft System Center Commu
i Reporting

Report an Issue or Suggestion to

i Administration

E’" My Workspace

Ready

5.1.3 - SCA: Introduction to Advisor

In this exercise the user will learn about the different workspaces and functions of System Center
Advisor, integrated with System Center 2012 R2 Operations Manager. Advisor is a free cloud service
which offers proactive monitoring and best practice recommendations to reduce downtime and
resolve issues faster. Advisor collects information about the servers and applications, then sends it to
Azure for analysis. The resulting best practice recommendations can be viewed a web interface or
integrated into System Center 2012 R2 Operations Manager. Sign up for free at
www.SystemCenterAdvisor.com.

Estimated time to complete: 5 minutes

SCOMO1

Perform the following on SCOMO01


http://www.systemcenteradvisor.com/

2.

1.

From SCOMO1 minimize the Operations Manager Console if it is open.

Double-click on the folder on the Desktop called Advisor Solutions.

AdvisorSoluti
ons

Double-click on the document entitled System Center Advisor. This is the System Center Advisor
homepage where it is possible to sign up for a free account using a Microsoft ID. This lab does not
have a connection to the Internet, so all of the websites which are displayed are actually all offline
copies. This means that the links and other references to Internet locations will not work.

JL AL L LI A I LI | WS P 1 Dy LT Lo P DRI R L i b
i0i | System Center Advisor 2/6/2014 832 PM MHTML Document 296 KB
I0i| The SCL Server build on this instanceis .. 1/13/2014 1:53 AM MHTML Document 1,287 KB

From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.

= IE

Navigate to the Administration workspace.



OM_Contoso - Operations Manager

[= = s

File Edit View Go Tasks Tools Help

:I:l Search™ _ B El @ =

Administration <

4 538 Administration - Kad

%, Connected Management Groups
4 E; Device Management
Agent Managed
E‘ﬁ Agentless Managed
@ Management Servers
|g Pending Management
B umxinscomputers
W Management Packs
4 LE Network Management
E Discovery Rules
L2 Network Devices
¥ Network Devices Pending Managem|
4 [ Notificatiors

|iZ Channels

&) subscribers
“Z] Subscriptiors

Discovery Wizard...

-_. Monitoring
zr Authoring
;':'1' Reporting

Administration

<

()5 Administration Overview
.

Required Configuration Tasks:

In order for Operations Manager to manage and monitor your
network you must complete the following steps:

Required: Configure computers and devices to manage
Required : Import management packs

Required: Enable Notification Channels

S
P
3
P

Upgrade to full version

Optional Configuration:

| P

Cptionally configure the following components:

% Configure Active Directory (AD) Integration

Active Directory (AD) integration allows you to leverage your
investment in AD by enabling you to create AD based rules to assign
computers to Management Group.

% Configure Client Monitoring

Client Monitoring enables you to monitor operating systems and
applications for errors and participate in the Customer Experience
Improvement Program.

Actions:

Configure computers and dev
Import management packs

View Management Pack Catall
Find management agents for

Find cannectars for ather mal

Key Concepts:

The Administration Workspa
Discovering Metwork Devices
Run As Accounts and Profiles
Run As Accounts and Profiles
Management Packs
Discovery and Agents

Destination Management Pac

Learn About:

Selecting Targets and Groups

Creating a Resource Pool

Scroll down and expand System Center Advisor.

Select Advisor Connection.

Read the information on the screen. In this lab a previous System Center Advisor connection had

been established.

I=

Advisor Connection - OM_Contoso - Operations Manager

A Subscribers

Subscriptiors
Product Connectors
Intemal Connectors
A3 Resource Pook
4 % Run As Configuration
40 Accounts
2. Profiles
2] UNIX/Linux Accounts
4 (5 Security
2 UserRoles
@ settings.
4 A system Center Advisor

&% Advisor Connection

4 Advisor Managed

.
R

Discovery Wizard...

Bl Monitoring
A Authoring

|5 Reporting

Administration

My Workspace

A

File Edit View Go Tasks Tools Help
£ Jsearan~ B | @
Administration < Advisor Connection
4 ] Motificatiors ~
|z Channels

System Center Advisor Overview

Intreduction Actions:

System Center Advisor is an online service that analyzes Add a Computer/Group
installations of Microsoft Server software. Advisor collects data
from your installations, analyzes it, and generates alerts that
identify potential issues (such as missing security patches) or
deviations from identified best practices with regard to
configuration and usage. Advisor also provides both current and
historical views of the configuration of servers in your
environment.

Re-configure Advisor

Learn About:

Operations Manager now includes Advisor as an Attached Selenicenieqidviscn

Senvice, which will allow you to add Advisor monitoring to
Windows management servers in your SCOM environment.

Optional Configuration:

Optionally configure the following settings:

% Configure Proxy Server
Configure the proxy server settings used to connect to Advisor
cloud service.

% Manage Alert Rules

Managing Alert Rules enables you to determine which rules
System Center Advisor uses to perform checks and generate
alerts,

Advisor Connector for Operations Manage



9. Under the Actions tab, note the Add a Computer/Group link. This is how a new computer would
be monitored using Advisor.

Actions:

Add a Computer/Group

Re-configure Advisor

10. On the left navigation pane select Advisor Managed. This displays the servers which are currently
managed by Advisor.
File Edit Go Tasks Tools Help

El:lSEarch‘ i B - Find ||[£] Tasks ‘e' -

Advisor Managed - OM_Contoso - Operations Manager

Administration < Advisor Managed (7)
4 i Administration Display Mame Full Name
s# Connected Management Groups j‘ DCO1.contoso.com Microseft.Windows.ComputerDC01.contoso.com
> |y Device Management 7 5CCMO1.contoso.com Microsoft. Windows.Computer:5CCMO1.contase.com
¥ Global Service Monitor " SCDPMO1.contoso.com Microsoft.Windows.ComputerSCDPMD1.contoso.com
1‘ LAIL Bt j' 5C001.contoso.com Microsoft.Windows.Computer:5C001.contoso.com
> L@ Netwark M nt - .
S Network Manageme 7 SCOMD1.contoso.com Microsoft.Windows, Computer:SCOMUOT.contoso.com
: = Motificatiors - .
= 7 5C5MO1.contoso.com Microsoft. Windows.Computer:5CSMOT.contoso.com
> &F ProductConnectors -
3 Resource Pooks 3 SCVMMOl.conteso.com Microseft. Windows,Computer5CVMMOT.contoso.com

> 5 Run As Configuration

> (& Security

\@_: Settings

’;1 System Center Advisor
& Advisor Connection

S

.’ Advisor Managed
i Windows Azure

11. Select the Monitoring workspace.

12. On the left navigation pane navigate to Monitoring then expand System Center Advisor.

13. Select Advisor Health State. This shows the health of the management server which is SCOMO01
and this also shows the health of the various Advisor agents.



Advisor Health State - OM_Contoso - Operations Manager
File m View Go Tasks Tools Help

L Jsearchv o E B scope -

Menitoring < Advisor Health State
> L4 Microsoft SQL Server A
> g Microsoft System Center Virtua Management Server State 1) Advisor Agent State ()
> ['d Microsoft System Center Virtua =

= . 3, Look for: ‘ Find Now  Clear x State (&) Name

» | Microsoft System Center Virtua = @ Healthy SCOMOT.contos
> |4 Micrasaft Windows Active Direq Slats &) Name 15 Root He.... ames.
» A Microsoft Windows Cliert D critical SCOMO1.contos... True @ Healthy SCCMO1.contos.
5 g Microsoft Windows Cluster @ Healthy SCDPMO1.conto...
> (4 Microsoft Windows Hyper-V @ Heatthy 5C001.contoso..
> [ Microsoft Windows Internet Infq (@) Healthy SCYMMOT.cont...

4 Microsoft Windows Server Warning DCO1.contosa.c..

2 Microsoft Windows Server DHC

2 Microsoft Windows Server DNS

4, Microsoft Windows Server File {

4 Microsoft Windows Server File ¢

A Microsoft Windows Server Upd

A Metwark Monitoring

4 Operations Manager

2 Service Manager

8 Service Provider Foundation

7 Service Reporting

A Synthetic Transaction

4 System Center 2012 Configurat
7 System Center 2012 R2 Data Pr
4 (g System Center Advisor

(] Active Alerts

@ Advisor Health State

4 System Center Orchestrator

14. In the left navigation pane select Active Alerts. This displays all of the alerts for Advisor.

15. Under the list of critical alerts, select the alert with the title Unsupported SQL Server version used
by VMM.

Active Alerts - OM_Contoso - Operations Manager
File Edit View Go Tasks Tools Help

| lseachv _ i Overides™ _ % Scope
Monitoring < Active Alerts (29)
> [ Microsoft SQL Server Al Qeskfor [ ] FindNow  Olear

b g Micrcsolt System CenterViriml {3y | source @ Name Resolution State  Created Age -~

> L4 Microsoft System CenterVirtia |, (e v o)

> [ Microsof System CenterVirtua | ! .
\._3 5C001.contoso SQL Server security configuration does not allew System Center Advisor to functi... New 171072014 8:14:51 PM 38 Days, 17 Ho,

SCUMMO! cont. New 1710/2014.8:15:59 PM 38 Days, 17 Ho
New 1710/20148:17:3¢ PM 38 Days, 17 Ho
> [ MicrosoR Windows Hyper-V Unsupported SQL Server version used by VMM New 1/10/20148:03:21 PM 38 Days, 17 H
» ['A Microsot Windows Intemetink | & SCYMMOT.cont. VMM Server does not meet some of the recommended hardware specifications  New 1710/20148:03:23 PM 38 Days, 17 Ho.

» '8 Microsoft Windows Active Dire¢

SQL Server security configuration does not allow System Center Advisar to funct

> ['4 Mierosoft Windows Cliert
SQL Server security configuration does not allow System Center Advisor to funct

» '8 Microsoft Windows Cluster

> ' Microsoft Windows Server

SCVMMO1.cont. VMM Server SPN are not registered correctly New 1/10/2014 &03:23 PM 38 Days, 17 Ho.
> L4 Microsoft WindowsServer DHC | & Severity: Warning (23)

v T RS S s O i) SCCMO1.conto. SOL Server database configuration: number of tempdb data files might resultin .. New 171072014 8:17:31 PM 38 Days, 17 He.
b s R #) SCOPMD1.cont, umber of tempdb data files might resultin .. New 1/12/20149:3%:41 PM 36 Days, 15 Ho.

/i) SCOPMOT.cont. SQL Server Database mail configuration issus may result in mail not getting proc.. New 171072014 81117 PM 38 Days, 17 Ho,
>[4 Microsoft Windows Server Upd, v

> [°4 Network Monitoring Alert Details N
‘A Operations Manager

SOL Server database configuration:

> "4 Microsoft Windows Server File €

‘A Service Manager

Unsupported SQL Server version used by VMM Alert Description
> ['4 Service Provider Foundation
g o — Source: 8] SCVMMO1.contoso.com e MIToso QL Servr Istance tnt tis VAN sere i Using i 1t uning an Up40-dat o supporte verson o
Ml = et Treaton Full Path Name: SCVMMO1.contoso.com\SCYMM01.contoso.com EUEEE
Alert Rule: ) system Center Advisor Alert Upgrade to a supported SOL Server version and semvice pack level. See the Techilet article for more information.
> ['4 System Center 2012 Configurat /
Created: 1710/2014 8:03:21 M
> ['4 System Center 2012R2 Data Pr ! Path: /UMM Server
4 I3 System Center Advisor VMM Release: VMM 2012 R2 RTh
(5] Active Alerts SQL Release: Unknown
@] Aavisor Heattnstate QL Version: Unknown

QL Edition: Unknown
QL Product Levek: Unknown
VMM Version: 3.2.7510.0

‘A System Center Orchestrator
‘3 Team Foundation Server 2012

3 UNIX/LinucComputers

‘A Veeam for Viware

‘A Web Application Transaction M

Knowledge: E] view additional knowledge...
> 3 windows azure
> 8 Windows Azure This alertis generated by System Center Advisor
> L' Windows Azure Pack Monitoriny Leam more about Advisor
» 3 Windows Service And Processh | Hds know

16. On the Alert Details in the center pane, read the information about the alert description. System
Center Advisor provides information about both Windows Server and application issues.



5.2 - SCAC: Manage Applications through Self-Service

5.2.1 - SCAC: Deploy a Virtual Machine through Self-
Service

In this exercise a self-service user will deploy a virtual machine from a template using App Controller.

Estimated time to complete: 5 minutes

SCVMMO1
Perform the following on SCYMMO01

1. From SCVMMO1, open App Controller by selecting the Internet Explorer icon from the taskbar.

el | © ]

2. If the site does not open, browse to https://SCVMMO01.contoso.com.

[ & 16| Elrmmmtconissscon P~

3. If a notification appears about the certificate, click Continue to this website (not recommended).


https://scvmm01.contoso.com/

& hitps:/fscvmmiicont.. 0~ X || O Waiting for scemm0l.cont.. *

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SEIVEr.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

4. When prompted to sign in, enter contoso\administrator for the user name and PasswOrd! for the
password. Click the Sign In button.

MicrosoftSystem Center 2012 R2 App Controller

Enter your credentials to sign in

User name:

contosohadministrator

Pazzword:

Sign In

© 2013 Microsoft. All rights reserved,

5. Navigate to the Overview workspace and review the information.

6. Select the Virtual Machines workspace.



Microsoft'System Center 201

A& Overview
&5 Clouds

$ Services

= Virtual Machines

= Library

Ij lobs

7. Under Virtual Machines, click Deploy.
Virtual Machines
Deploy

Mame

8. Under New Deployment, under CLOUD, select Configure.

CLOUD
(% Configure..

9. Select Contoso-Cloud and click OK.
Select a cloud for this deployment

Cloud Connection Mame

E Contose-Cloud SCVMMO1.contoso.com

Available quota

Virtual Machines  CPU Memory Storage Custom Cuota

10. In the TEMPLATE box, click Select a Template.



PRIVATE CLOUD
Contoso-Cloud

TEMPLATE
(k Select a template...

11. Select VM_PetShop_Web and click OK.

Choose a template

The available guota after the deployment is displayed for the selected template. You cannot deploy a template that exceeds the
available quota for the cloud.

Location: SCVMMO1.contaso.com\Contoso-Cloud

Filter: | (all
MName Type Release = Date Modified Virtual Machines ' CPU = Memory Storage Custom Quota
(5] VM _PetShop_Web Virtual Machine 1/28/2014 12:57 PM 1 1 64 MB 30 GB
Available Quota remaining after deployment
Virtual Machines  CPU Memory Storage Custom Quota

12. In the VIRTUAL MACHINE box, click Configure.
|

e VIRTUAL MACHIME
ﬁﬁ'f Configure...

13. In Virtual machine name, enter Contoso-Pet-Web and review the settings below.



% Properties of new virtual machine

Show all Name and description
MName and description
Virtual network adapters Virtual machine name: #

|Contoso—Pet-Web |

Te generate a computer name, enter * only.
Computer name:
| Petiebi |

Description:
VM Template for PetShop Website

Operating system:
|Windows Server 2012 R2 Standard |

Memory:
|64 mB |

14. Click OK.

15. In the lower right corner, click Deploy. The Virtual Machine deployment will start. Note that the
deployment will fail, this is expected due to limitations of the lab environment (nested
virtualization).



» PRIVATE CLOUD
' Contoso-Cloud

W VIRTUAL MACHINE
&) Contoso-Pet-Web

Deploy Cancel

5.2.2 - SCAC: Deploy a Service through Self-Service

In this exercise a self-service user will deploy a service from a template using App Controller.

Estimated time to complete: 5 minutes

SCVMMO

Perform the following on SCYMMO01

1. From SCVMMO1, open App Controller by selecting the Internet Explorer icon from the taskbar.

el || © |

2. If the site does not open, browse to https://SCVMMO01.contoso.com.



https://scvmm01.contoso.com/

cvmm1.contoso.com/|

3. If a notification appears about the certificate, click Continue to this website (not recommended).

& hitps:/fscvmmiicont.. 0~ X || O Waiting for scemm0l.cont.. *

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SEIVEr.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

4. When prompted to sign in, enter contoso\administrator for the user name and PasswOrd! for the
password. Click the Sign In button.

Microsoft System Center 2012 R2 App Controller

Enter your credentials to sign in

User name:

contosohadministrator

Password:

Signln

© 2013 Microsaft. All rights reserved,




5. Navigate to the Services workspace.

Microsoft'System Center 2012 R2

A Overview /
<5 Clouds
L
E& Services
3 Virtual Machines Mi
= Library
Ij lobs

6. Click Deploy.
All Deployed Services |

Deploy

MName [PJ

7. Onthe New Deployment page, under Cloud, click Configure.

CLouD
%)  Configure..

8. Select Contoso-Cloud and click OK.
Select a cloud for this deployment

Cloud Connection Name

E Contoso-Cloud SCVMMO1.contoso.com

Available quota

Virtval Machines  CPU Mermory Storage Custom Cuota

9. Inthe TEMPLATE box, click Select a template.



PRIVATE CLOUD
Contoso-Cloud

i& TEMPLATE
(] Select a template...

10. Select PetShop_Service and click OK. This shows the service template configuration.

11. In the SERVICE box, click Configure.

75 SERVICE
) Configure...

12. Under Service name, enter PetShopDev.

13. Under Priority select Low then click OK.



$ Properties of PetShop_Service service

Show all General

General
Senvice name: *
|F'et5h opDev |
Description:

Twa Tier Application Pattern

Priority:

|Low

Cost center:

QK

14. Under the VM_PetShop_SQL tier in the upper INSTANCE box, click Configure.

Cancel



: MACHINE TIER -
VM_PetShop_SQL -...

INSTANCE

Configure...

I INSTANCE
. Configure...

15. For Computer name, enter PetSQL1A and scroll down to review the settings.

16. Click OK.



17
18

19
20

21
22

Properties of new virtual machine

=L
Show all Name and description
Mame and description
Virtuzl network adapters Virtual machine name:
754edd%a-2870-4eb%-9102-c2d91d8bed3)

To generate a computer name, enter * only.
Computer name:
PetsqL14

Description:

Operating system:

Windows Server 2012 R2 Datacenter

Memory:
4096 MB

Dynamic memaory: 32768 maximum

OK

. In the INSTANCE box in the lower left, click Configure.

. For Computer name, enter PetSQL1B and click OK.

Computer name:
Pet5QL1B

. Under the VM_PetShop_Web tier in the upper INSTANCE box, click Configure.
. In the Computer name, enter PetWeb1A and click OK.

Computer name:
PetWeb1A

. Click Configure for the INSTANCE in the lower right.
. In the Computer name, enter PetWeb1B and click OK.

Cancel



Computer name:
PetWeb 16|

23. In the lower right corner, click Deploy.

The Virtual Machine deployment will start. Note that the deployment will fail, this is expected due
to limitations of the lab environment (nested virtualization).

5.3 - SCOM: Monitor Applications

5.3.1 - SCOM: Monitor Applications

In this exercise the SQL Server 2012 servers that are used to support System Center 2012 R2 will be
monitored and analyzed using Operations Manager. Operations Manager provides real-time
monitoring through alerts, as well as other helpful information about the performance, health and
capacity of application, hardware, networking components, hypervisors, and virtual machines.

Estimated time to complete: 5 minutes

SCOMO1

Perform the following on SCOMO01

1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.
S 1E

2. Navigate to the Monitoring workspace.




!| Menitoring
2{' Authoring
{5 Reporting

@ Administration

m My Workspace

3. Navigate to Monitoring > Microsoft SQL Server and select Active Alerts.

File Edit View Go Tasks Tools Help
[ Jseach~ _ ovemides~ _

Monitoring <
% 4 Microsoft Lync Server 2013 Remote Watchert A
b L4 Microsoft Message Queue 63
b 4 Microsoft Network Load Balancing
> g Microsoft SharePoirt
4 (.3 Microsoft SQL Server

=] Active Aterts
I_N_'] Computers
& Task Status
b g AlwaysOnHighAvailability
b [ Databases
I | HealthMonitoring
b [°g Mirroring
P Ca Performance
b g Replication
I _a ServerRoles
b g SQLAgent Ll

1A dlenmna Cumbam. Cantasilistunt Machina hind
< i !

>

Show or Hide Views...
New View »

Bl Monitoring




4. Select the critical active alert with the name, Run As Account does not exist on the target system

or does not have enough permissions. The full list of SQL Server alerts may be different than the
screenshot below.

Active Alerts (7)

‘1 Look for: | Find Mew Clear
= Source .@ MName Resolution State
4 Severity: Critical (6)

3 MSSOLSERVER SOL DB Engine 2012 Page Life Expectancy is too low Mew

@ SOLSERVERAGE... SOL Server Agent Windows Stopped Mew

@ MESSQLSERVER | Run As Account does not exist on the target system or does net have enough permissions Mew

5. From the Tasks pane, select Alert Properties.

> Tasks
o e
Alert Actions A

View or edit the settings of thisr

& Start Maintenance Mode..

m

%y Overrides »

[l Personalize view..

Subscription A
Create...
Modify...

Tasks A

[=° Alert Properties

_}" Close Alert
Set Resolution State »
[=. Entity Properties

A Health Explorer

6. Under the General tab, for Owner click the Change button.



TFS Work Item Owner:

Owner: Change...

Ticket ID: |

7. Inthe Select User dialog enter SQLAdmin and click Check Name to have it resolve to
SQLAdmin@Contoso.com

Enter the obiect name to select (examples):
SCQLAdmin (SQLAdminEeontoso.com)

8. Under Ticket ID enter SQL1

9. Under Alert Status in the dropdown, choose Acknowledged.



General | product Knowledge | Company Knowledge | History | Alert Context | Custom Fields |

D

Run As Account does not exist on the target system or does not have enough permissions

Key Details:

Alert source: {jll MSSQLSERVER

Severity: Critical

Prigrity: Medium

Age: 38 Days, 19 Hours, 99 Minutes
Repeat Count: 175

TFS Work Ikem ID:

TFS Work Item Owner:
Owner: |SQLAJ:h1h@:mtnsn.m | | Change...
Ticket ID: 'sQL1 |

Alert Description:

Management Group: OM_Contoso, Script: DiscoverS0L 20 12FleGroups.js : Cannot login to database N
[5C0O01, contoso. com] [M5SQLSERVER :Orchestrator]

Alert Status:

Once you have identified the problem and taken comrective action, you can seledct "Closed”’ which will remove the Alert from
the system ance changes are committed.

| Acknowledged v

10. Click Apply.

11. Select the Product Knowledge tab and review the information.

| General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields |

12. Select the Alert Context tab and review the information.



| General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields |

Date and Description: A
4 1:53:19PM
Time: s i Management Group: OM_Contoso. Script: DiscoverSQL20 12FileGroups.js :
Log Name: Operations Manager Cannot login to database [SCO01.contoso.com] [MSSQLSERVER :Orchestrator]
13. Click OK.

14. From the left navigation pane, select the Computers tab.
File Edit View Go Tasks Tools Help
Search ¥ Overrides ¥

Monitoring <
b g Microsoft SharePoirt A
4 (g Microsoft SQL Server

(] Active Alerts
|52 Computers J
o Task Status

15. Select any of the computers which are being monitored.

16. On the Task pane, under Windows Computer Tasks, select Ping Computer.

Computers (5) * Tasks
Q Lookfor | | findNow  clear ol®
SQL Server SQL Server
State « (@ Maintenance Mode Name Qaoeoe O 200508 CmrSE s
Engine Engine L-; oty e -
O Net monitored SCVMMO.contoso.com =
3 Critical SCCMD1.contoso.com | Py
© Citical 5 Display Active Connections
& Critical 5 Display Active Sessions
& Critical The task was completed 3 Display Local Users
& Critical 7§ Display Metwork Shares
Fre (3 Display Server Statistics
- C& Display Workstation Statistics
Pinging sccm0l.contoso.com [20.0.0.105] with 32 bytes of — =
Reply from 20.0.0.105: bytes=32 time<ims TTL=128 E IPConfig
Reply from 20.0.0.105: bytes=32 time<ims TTL=128
Reply from 20.0.0.105: bytres=32 time<ims TTL=128 G List Processes
Reply from 20.0.0.105: bytes=32 time<ims TTL=128
= R List Services
Ping statistics for 20.0.0. :.D:d e ® (@3 1 3
Packets: Sent = 4, Received = 05T = 0ss
Approximate round tr'ir:i times in m'i‘l'i'i—seconds: ! m COZ S
Mindimum m Ome L -__Ome - —

17. Once the output completes, close the console task output.

18. On the Task pane, under Windows Computer Tasks, select List Services.




Windows Computer Tasks =~

Computer Management
Display Account Settings
Display Active Connections
Display Active Sessions
Display Local Users

Display Metwork Shares
Display Server Statistics
Display Workstation Statistics
IPConfig

List Processes

List Services

Ping Computer

Foy) o] o o s o e e

19. On the Run Task - List Services dialog, select Run.

Run the task on these targets

Tanget
[ SCCMO1 contoso.com

Task Parameters

Name
Timeout Seconds

e |

Task credentials Task description

(®) Use the predefined Run As Account List running services on the server
O Other:

User name : |

Passwerd : |

Domain : |corrtcso

Task confirmation

[] Den't prompt when running this task in the future




20. When the Task Output appears, expand the dialog box and review the information.

21. Click Close.

(#)  List Services

i@ Help
Thetask completed successfully.
Task Status Task Target
@Ust Services Success scem( 1. contoso, com
Task Output 53 Copy Text 53 Copy HTML

Task Description ~

Status: Success

?i‘r:::d”"’d 2/24/2014 T:24:37 PM

Start Time: 2/24/2014 7:24:37 PM

Submitted By: contosolAdministrator

Run As:

Run Location:

Target:

Target Type: TEVindows Server 2012
amputer

Categony: Maintenance

tasks in atask status view.

List running services on the server

You can daose this dialog at any time. Doing so will not interrupt executing tasks. You can check the status of

v

Close

22. On the left navigation pane select Microsoft SQL Server | Databases | Database State.

23. Review the various databases which are monitored across this lab.

File Edit View Go Tasks Tools Help

H | Search
Monitoring <
4 (g Databases A
4 Database Free Space
5% Database State |

SQL Server 2012 Databases Summary Das
4 Transaction Log Free Space

Database State (41)
Q Lockfor: |

State - @ Name Path

(O Notmonito..  VittualManager... SCVMMO!.cont...




24. On the left navigation pane select Microsoft SQL Server | Health Monitoring | Agent Health and
review the information.

Monitoring <
4 (g Microsoft SQLServer A
|| Active Alerts
"'] Computers
<& Task Status
b (g AlwaysOnHigh Availability
4 (.5 Databases -
%4 Database Free Space
| Database State
SQL Server 2012 Databases Summary Dasl—
%4 Transaction Log Free Space
4 (. Health Monitoring
@] Agent Health
@ Database Engine Health
b _g Mirroring
b g Performance
b g Replication

” N .‘j CoammeDalas

</ m | >

25. Under Health Monitoring, navigate to Database Engine Health and review the information.



Meonitoring <
4 E& Microsoft 5QL Server i
Active Alerts
Computers
& Task Status
[» E AlwaysOnHigh Availability
4 | g Databases |E|
@ Database Free Space
Database State
50l Server 2012 Database:
@ Transaction Log Free Spac
4 (g Health Monitoring
Agent Health
2| Database Engine Health
[» E Mirraring
[ E Performance
[» E Replication

G >

26. Navigate to Microsoft SQL Server | Server Roles | Analysis Services.

Monitoring <
4 (g ServerRoles A
[5%] Analysis Services

*.%| Database Engines
[;_'] Integration Services
=:%| Reporting Services
b g SQLAgent
b _g Microsoft System Center Virtual Machine Mar
' @ Microsoft System Center Virtual Machine Mar
» ] Microsoft System Center Virtual Machine Mar
+ @ Microsoft Windows Active Directory ]
> g Microsoft Windows Cliert
> _g Microsoft Windows Cluster
> _g Microsoft Windows Hyper-V
> _g Microsoft Windows Internet Information Serv
> g Microsoft Windows Server
+ _g Microsoft Windows Server DHCP

S b Aisenra®ibladnue Cammne DA
<| it >




27. Select MSSQLSERVER under the path SCOMO01.contoso.com and review the information in the
detail view.

28. Select Server Roles | Database Engines.

29. Select the database engine named MSSQLSERVER for SCVMMO1.contoso.com and review the
information in the detail view.

30. Navigate to Microsoft SQL Server | Server Roles | Reporting Services.
31. Select MSSSQLSERVER SCCMO01.contoso.com and review the information.
32. Navigate to Microsoft SQL Server | SQL Agent | SQL Agent State.

Monitoring <

4 (g ServerRoles ~

Analysis Services
**| Database Engines
*%| Integration Services

Reporting Services
4 (g SQL Agent
| SQL Agent Job State
'] SQL Agent State
3- Microsoft System Center Virtual Machine Mar
4 Microsoft System Center Virtual Machine Mar =
. Microsoft System Center Virtual Machine Mar
4 Microsoft Windows Active Directory
4 Microsoft Windows Cliert
3 Microsoft Windows Cluster
+ 4 Microsoft Windows Hyper-V

4 Microsoft Windows Internet Information Serv

v
o AMirenrnB Al e Conmne

< I >

33. Select the SQLSERVERAGENT for SCOMO1.contoso.com and review the information in the Detail
View.

34. Feel free to browse some of the other application monitoring views. This lab includes views that
do not contain any data, as not all applications are deployed within this lab.

Other application views include:



35. Forefront Endpoint Protection

36. Microsoft BizTalk RFID

37. Microsoft BizTalk Server 2013

38. Microsoft Dynamics NAV 2013

39. Microsoft Exchange Server 2013
40. Microsoft Lync Server 2013 Health
41. Microsoft SharePoint

42. Team Foundation Server 2013

43. Windows Azure

44. Windows Service And Process Monitoring

5.3.2 - SCOM: Monitor a Distributed Application

In this exercise a distributed application will be configured, which allows a collection of objects to be
viewed as related and interconnected services through Operations Manager. A two-tier Distributed
Application will be designed which represents the Service Manager Console and SQL database
(SCSMO01) and the IIS website for the self-service portal (SCSMO02).

Estimated time to complete: 10 minutes
/r-'q\

SCOMO1

Perform the following on SCOMO01

1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.
= 1E

2. Navigate to the Authoring workspace.




.. Monitoring

_,;:'/f‘ Authoring

i':]‘ Reporting
Administration

JT!; My Workspace

3. Expand Authoring and select Distributed Applications.

Authoring ¢
4 | 4 Authoring
«: Management Fack Templates
#% Distributed Applicatiors
E Groups
> Iy Management Pack Objects

Add Monitoring Wizard...
MWew Distributed Application...

New Group...

.-. Manitaring

4 Authoring

From the upper ribbon select Create a New Distributed Application.
Under Name enter Service Manager Portal.

Under Template select: Line of Business Web Application.

N o u A

Under Management Pack select Default Management Pack.



7% Create a Distributed Application

1. Name Your Distributed Application

Cmﬁu name that bast matchas the distributed application you want to create. You can fill a description for it if
you ke,

|SEI\I'\EH' Manager Podtal

2. Choose Distributed Application Template

Select 3 template that most closely matches the distributed application you have deployed. A distnibuted application
object will be created along with a set of monitors, rules, views, and reports.

Descnpbon:
Thizs distributed application contains Web Sites and Databases.

Messaging
Windows Azure Distributed Application

Blank {Advan
avenced) B View Detsils

3. Save to a Management Pack
Select a management pack where your distributed application and its components will be saved.

8. Click OK.

9. The Distributed Application Designer should appear. Maximize the designer.

10. Select the upper box that says Service Manager Portal Web Application Web Sites.
11. On the top ribbon bar, click Save. This will take several minutes to complete.

12. Select the object called Service Manager Portal Web Application Databases.



[o Service Manager Portal Web Application Web Sites ]

Service Manager Portal Web Application Databases

13. From the lower left corner select the Database group.

14. From the databases, select the database called ServiceManager. Hold Ctrl and also select the
database called SharePointP_SMPortal.

| '} Database (41)

Obect Path A
L ReportServerTem... SCDPMO1c...
L ReportServerTem... SCOMO1.co...
i ServiceManager SCSM01con...

¥ | Sharepoint_SMPo... SCSMO1.con
L1 TakingHeads SCOMO1 co...

L1 tempdb SCVMMO1.c...
uwmpdb SQL Database b
L tempdb SCCMUTGon...
| tempdb SCO01cort...
L1 tempdb SCSM01.con...
Li tempdb SCOMO1co... |=

L1 VitualManagerDB  SCVMMO1 ¢...
L1l VitualManagerDB  SCVMMO1 c...

15. Right-click the 2 databases. Select Add to > Service Manager Portal Web Application Databases.



Search for objects:

Advanced Search - |[&Bver Manager Portal Web Application WA,
Organize Object Types
§ Database (41)
Object Path A

L] ReportServerTem.. SCOPMO1.c..
| ReportServerTem...  SCOMO1 co...

5 Jver Manager Portal Web Application DeZl,

1 |ServiceManager ~ SCSMD1.con...
i Sharepaint_SMPa._. SC .
L] TalkingHeads SCOMD1 co...
|1l tempdb SCYMMOT c...

L] ServiceManager [SCSMO1.contoso.c..
L' Sharepoint_SMPortalContent [SCSM..

16. Select the Service Manager Portal Web Application Web Sites.

@  ServerManager Portal Web Application Web Sites | (&)

] Server Manager Portal Web Application Databases 3

Lj ServiceManager [SC3MO 1. contoso.com;M350LSERVER]
L' Sharepoint_SMPortalCantent [SCSMO1.contoso.com; MSSQLSERV...

17. Click on Web Site in the lower left corner.

18. Select the Default Web Site SCSMO01.contoso.com. Hold Ctrl and also select
SCSMWebContentServer .



Objects

Search for objects:

Advanced Search

Organize Object Types
| Database (41)

| [f [Pistributed Application Component

#% Service

€D \web Site (12)
Object Fath
@' AppController SCVMMO1 contoso .com
@ Default Web Site SCOPMD .contoso.com
€ Default Web Site SCOMOT contosa.com
[ 1 Defautt Web Site SCSMO1 contoso com
€ Defautt Web Site SCOM cortoso.com
€ Defautt Web Site SCCMI .contoso.com
€ Defautt Web Site DCO1 contoso.com
€ Defautt Web Site SCVMMO1 contoso .com
@ Microsoft System Center ... SCO07.contoso.com
€ Microsoft System Center ... SCO01.cortoso.com
[* 1SCSMWebContentServer  SCSMO1.contoso com
€ WSUS Administration SCCMI contoso.com

19. Right-click on one of the selected and choose Add to > Service Manger Portal Web Application
Web Sites.



(. L .
@  ServerManager Portal Web Application Web Sites (2

|

d] & Default Web Site [SCSMO1.contoso.com]
| & SCSMWabContantServer [SCSMO1.contaso.com]
|

I ] Server Manager Portal Web Application Databases

Ll ServiceManager [SCSMO1.contose.comMSSGLSERVER)
[_i Sharepoint SMPortalContent [SCSMO1.contoso.com;MSSQLSERV...

20. On the top ribbon bar, click Add Component.
21. Under Name your component group enter IIS Web Site.

22. In the Create New Component Group select the button Objects of the following type(s).

=

Name your component group:
[ 1S Web See|

\What objects do you want to add to this component group?
O All Objects
(®) Objects of the following type/s):

g- Object
Ell’D. Administration tem
P Announcement
Connector
Global Settings
Microsoft, SystemCenter. Intemal Worddlow Target
Microsoft. SystemCenter. Warehouse Cube CubeMetadata
Microsoft. SystemCenter. Warehouse Dimension
Microsoft. SystemCenter, Warehouse Dimension. Processinginterval
Microsoft. SystemCenter. Wordlow Target
Collection

; DPMTask
=] Exension base dlass
Eoco [l as e B




23. Scroll down and select LS 1IS Web Site and also LS 1IS Web Application.

Name your component group:

|IIS Web Ste

what objects do you want to add to this component group?

() Al Objects

(®) Objects of the following type(s):

{4 LS Deployment
& LS Exchange Unified Message Connectivity Watcher
@ LS 1S Web Application
@ LS 1S Web Site
% LS Instance Message Corference Watcher

# LS Instart Message Watcher
# LS MCX Peerto-Peer Instance Message Watcher
# LS PersistentChat Message Watcher
@ LS Pool
& LS Pool
8 LS Pool Watcher
% LS Presence Watcher
[l LS PSTN Watcher
= & LS QoF abstract monitoring class for all GoE alerting categories
m LS QoE abstract monitoring class for all Qok alerting categories with
I';'Im LS QoE Monitoring Metric

: e L0 Ao mda Lo A AL : I

< | mn

24. Click OK.
25. Select the LS IIS Web Site group in the lower left corner.
26. On the top toolbar, click the Create Relationship button.



File View Help

; @ Objects | [T Details | #% Add Componenf, %, Create Relationship [ Remove ) Reset [ Properties Org Chart (North-S
Objects

Search for ohjects:

I = )

Advanced Search @  Server Manager Portal Web Application Web Sites (%)
Organi et T & Default Web Site [SCSMO1.contose.com]

5 WSS & SCSMWebContentServer [SCSMO1.contose.com]
|j Database (41) “ 4
[ [Pistributed Application Component l
-

’ L5 1S Wwieb Site (0) I ] Server Manager Portal Web Application Databases

Object Path T] ServiceManager [SCSMO1.contose.com;MSSQLSERVER]

T| Sharepaeint_SMPortalContent [SCSMO1.contoso.com; MSSQLSERV...

I{Q IIS Web Site }l

27. Under Service Manager Portal Web Application Web Sites select Default Web Site
(SCSMO01.contoso.com) and move the dashed pointer to the newly created 11S Web Site object.
Click OK and de-select the Create Relationship button.

fo Server Manager Portal Web Application Web Sites '

& Default Web Site [SCSMO1.contoso.com)

C SCSMWebContentServer [SCSM01.contoso.com]
- 4

}

f] Server Manager Portal Web Application Databases @

1 ServiceManager [SCSM01.contoso.com;MSSQLSERVER]
T Sharepoint_SMPortalContent [SCSMO01.contoso.com;MSSQLSERV...

IIS Web Site

28. Click Save. This will take up to 10 minutes to save. You may open a second Operations Manager
console if you wish to continue to other Operations Manager exercises. This exercise is effectively
complete.



29. Click Close.
30. Navigate to the Monitoring workspace, then select the Distributed Applications view.

31. Andrew this just took me a couple of minutes to save so Corey's rig must be faster than yours: -)

5.4 - SCOM: Review Application Performance Monitoring

5.4.1 - SCOM: Install a Management Pack

In this exercise Application Performance Monitoring (APM) for a .NET web application will be
configured to identify code bugs and performance issues. This website, Talking Heads, is a simulated
social network which some purposely placed code bugs to trigger Operations Manager alerts.

Estimated time to complete: 5 minutes

SCOMO1

Perform the following on SCOMO01

1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.
_F _I:FI

2. Navigate to the Administration workspace.

.. Menitoring
A Authoring
I‘—' Reporting
":-.' Administration

?1' My Workspace

3. Select Management Packs.



4. From the Tasks pane, select Import Management Packs.

Administration < Management Packs (277) > Tasks
4 G Administration | Q Lookfor | FindNow  Clear @
8, Connected Management Groups Name & Version Sealed DateImported  Description | actions N
4 (& Device Management 5 360 Application Monitoring Dashboards 7.1.10226.0 Ves 1/4/2014 6:24:5
< Agent Managed Properties
B sgentcssManagea i Active Directory Server 2000 (Discovery) 6082280 Yes 1/4/2014 7:541...  Active Directory M
¥ entless Manage =, Export M: t Pack..
e ——— 5 Active Directory Server 2000 (Monitoring) 6082280 Ves 1/5/20145:124... Active Directory M et
& Pending Managemert 4 Active Directory Server 2003 (Discovery) 6082280 Yes 1/4/2014 7:54:5... Active Directory Ma i
5 unpLin:Computers i Active Directory Server 2003 (Monitoring) 6082280 Yes 1/5/2014 5153... Active Directory Ma | b Create Management Pack
%} Global Service Monitor #3 Active Directory Server 2008 and above (Discovery) 6.0.8228.0 Yes 1/4/2014 7:55:2...  Active Directory Ma . Download Management Padks ..
[} Management Packs | _| %8 Active Directory Server 2008 and above (Monitoring) 6082280 Yes 1/4/2014 7:56:1...  Active Directory Ma
4 & Network Managemert & Active Directory Server Client (Monitoring) 6.0.82280 Yes 1/4/2014 7:56:3... Active Directory Ma
Y piscoveryRules 3 Active Directory Server Comman Library 6022280 Yes 1/4/20147:534... Active Directory Ma
27 Network Devices S A A ki et s aaarTa ane e oA

5. On the Select Management Packs screen, click Add | Add from disk.

e

=;_,
B Select Management Packs
<+

ct Management Packs ,@ Help

<k Add - | Properties .. 7 Remove
Add from catalog ...
Add from disk ...

Import list :

Name Version Rele

6. On the Online Catalog Connection prompt, click No.

7. On the Select Manage Packs to import prompt, navigate to C:\ConfScripts\SC-
Config\ManagementPacks.

8. Select the files named Microsoft.SystemCenter.Apm.Web.lIS7.mp and
Microsoft.SystemCenter.Apm.Web.lIS8.mp, then click Open.

@ - MConfScripts\ SC-Configh\ManagementPacks| V| [v] | | Search ManagementPacks o |

Organize - Mew folder = - E @
i Downloads A MName “ Date n. ™

"l Recent places || Microsoft.SystemCenter. Apm Wcf.mph 6,/ 20)

] u Microsoft. SystemCenter. Apm.Web.|I57.mp 9/6/20)

18 This PC || Microsoft.SystemCenter.Apm.Web.lI38.mp 9/6/20)

icrosoft. SystemCenter. Aprm.Web.m /B
_j Deskiop Mi ft.SystemC Apm.Web.mphb 9/6/20
. =| Microsoft.SysternCenter. icationMonitering.360. T
£l Documents Microsoft.SystemCenter.Appl M g.360.5LA 9/6/2

4 Downloads = || Microsoft.SystemCenter.ApplicationMonitoring.360. Template.Dashboards.mp 9/6,/20)

M Music || Microsoft.SystemCenter.ApplicationMonitering.260. Template.Dashbeards.mpb 9/6/20)

(£l Pictures || Microsoft.SystemCenter. ApplicationMonitering.360. Template. Library.mp 9/6/20)

(Bl Videos || Microsoft.SystemCenter.ApplicationMonitering Library.mpb /620

i Local Disk (C:) || Microsoft.5ystemCenter.Azure.mp 5/16/2

= Local Disk (D) || | | Microsoft.SystemCenter.Omonline.Qutsideln.Discovery.mph 1/23/2
% DVD Drive (E:) 20 || Microsoft.SystemCenter.Omonline. Outsideln.InfrastructureMonitoring.mpb 1723/,

i v|[<] [T [ >
File name: | Microsoft. SystemCenter. Apm.Web.I58.mp w | |AII Management Packs (“.mp; * v |
| Open | | Cancel |




9. After returning to the Select Manage Packs page, click Install. This will take a minute to complete.

<k Add - % Properties

Impoart list :

Releass Date  Status

Operations Manager APM Web 115 8 7.1.10226.0

Status details

Thiz management pack is ready to import.

10. Click Close.

11. After returning to the Operations Manager Console, right-click Management Packs, and select
Refresh.



Administration

F Eﬁl Administration
8, Connected Management Groups
F E; Device Management

"ﬂ- Agent Managed
L‘}g Agentless Managed
@ Management Servers
g’ Pending Management
& unDi/Line Computers

Eﬁl Global Service Monitor

T Management Packs

s [ Nety W Discovery Wizard...
'J_E Di3 % Create Management Pack
..... Nl
% i &= Download Management Packs ...
Me|
= ImportM t Packs...
4 ] Not| = mport Management Packs
= Chy ,1_5 Mew User Role b
all‘] sul f)  Create Run As Account...
=15
sy é Create Run As Profile...
4 & Prog
OO nt| 22 New channel 3
&3 Res 3_)_| Mew subscriber...
4 & Run|< ] MNew subscription...
Ac
? M  Add Management Group
& Pr
#u T4 Refresh F5

12. Verify that there are 279 Management Packs and that the Operations Manager APM Web IIS 7
and Operations Manager APM Web IIS 8 Management Packs are available.

Administration Management Packs (278)
4 53 Administration ~ 0 | Find Now Clear

%, Connected Management Groups

Name « Version Sealed

“ Ej Device Management 4 Operations Manager APM WCF Library 7.1.10226.0 Yes
% Agent Managed -

= &5 Operations Manager APM Web 7.1.10226.0 Yes
[;;g Agentless Managed —

@ (ETEr T TS @ Operations Manager APM Web IS 8 7.1.10226.0 Yes

g Pending Managemert ‘54 Operations Manager APM Windows Services 7.1.10226.0 Yes

[ unix/Linm Computers E Operations Manager Application Monitoring Library 7.1.10226.0 Yes

i Global Service Monitor ?é Operations Manager Internal Library 7.1.10226.0 Yes

9 Management Packs _ E Performance Library 7.0.8433.0 Yes



5.4.2 - SCOM: Configure Application Performance
Monitoring

In this exercise Application Performance Monitoring (APM) will be configured for a .NET web
application to identify code bugs and performance issues. This website, Talking Heads, is a simulated
social network which some purposely placed code bugs to trigger Operations Manager alerts.

Estimated time to complete: 20 minutes

SCOMO1
Perform the following on SCOMO01

1. From SCOMO1, select Internet Explorer from the taskbar.

2. Select the tab for the Talking Heads website. If it does not open automatically, navigate to
http://SCOMO01.contoso.com/TalkingHeads.

@@| @ http://scomi1.contoso.comy/talkingheads/ p-a ” @ Talking Heads x @ Operations Manager Web...

TALKING HEADS

Me Status New Post Search Home Setup

WELCOME TO TALKING HEADS - THE SOCIAL NETWORK

3. Click the Home tab to ensure that the .NET web application is running and the application is
responsive. The webpage will refresh, but appear the same.

TALKING HEADS

he Status Mew Post Home

4. Open the Operations Manager Console by clicking the icon in the taskbar.


http://scom01.contoso.com/TalkingHeads

= 1E)

5. Navigate to the Monitoring workspace.

6. Expand the Microsoft Windows Internet Information Services folder.

] :_;.I Microsoft Windows Cluster
x :_;.I Microsoft Windows Hyper-W
] :_;.I Microsoft Windows Internet Information Services
] :_;.I Microsoft Windows Server
] :_;.I Microsoft Windows Server DHCP
] :_;.I Microsoft Windows Server DNS
£ m *

Show or Hide Views..

MNew View »

... Menitoring

__y]" Authoring

7. Click on the Application Pool State node and confirm that the DefaultAppPool on SCOMO01 is
listed in the results pane, which confirms that the application has been successfully discovered by

the Management Pack.

Monitoring <  Application Pool State (42)
E All Performance Data -~ ‘_-L Look for: | Find Mow Clear
22| Application Poal State State @ Name Path ~
w FTP Site State @ Healthy CCM Server Framework Pool SCCMON.contose.com
f': II5 Computer State @ Healthy DefaultAppPool SCCMO1.contose.corm
?::siosl;izte @ Healthy OperationsManagerfppMeonitoring  SCOMO1.contoso.con
- ) @ Healthy MET w2.0 Classic SCOMO1.contoso.com
%¥] Web Site State
: g, Health Monitoring @ Healthy MET vd.5 SCOMD.contoso.con
- 4 Performance @ Healthy AppControllerAppPool SCYMMOT.contoso.co
3 "_:—'n Microsoft Windows Server - @ Healthy MET wd.5 Classic SC0O01.contoso.com
» g Microsoft Windows Server DHCP i @ Healthy DefaultAppPool SC5MO1.contoso.com =
> [ Microsoft Windows Server DNS @ Healthy ContentHost_appPool SCSMD1.contoso.com
> g Microsoft Windows Server File & iSCS| Services 2012 @ Healthy DefaultAppPool SCOMO1.contoso.con
g "_:-'l RS E T E N SE T A 2 TR @ Healthy MET 4.5 Classic SCOMOT.contoso.com
2' Microsoft Windows Server Update Senices 2012 R2 @ Healthy 5MS Distribution Points Pool SCCMDT.contose.cor
: 2' Eeh-xo;k Molr:itoring v @ Healthy MET vd.3 SCO01.contoso.com
T T m > () Healthy MNET v4.5 Classic SCVMMO1.contosa.ce
Show or Hide Views... < n b
New View b Detail View v
_.. Monitoring @J 1IS Application Pool properties of DefaultAppPool ~

8. Select on the Authoring workspace.



.. Meonitoring
_yi" Authoring
1':' Reporting

2 Administration

_ -

ﬁﬁ My Workspace

9. Right-click the Groups node and then click Create a new Group.

Authering £ Groups (58)
4 | Authoring < Look for: I_
» % Management Pack Templates Name
#% Distributed Applicatiors

= AD Domain Cor
=1 Groups

» ‘Hp Managems

=1 Create a new Group...

T4 Refresh F5
= AD WMonitorng

10. On the Enter a name and description for the new group page enter the name TalkingHeads App
Server Group.

11. Under Management Pack click the New... button.

12. On the General Properties page for the new Management Pack, enter a name of TalkingHeads
Management Pack in the Name field and click Next.



= Create a Management Pack

ral Properties

[TakingHeads Managemert Fack

1.0.0.0

13. On the Knowledge Article page click Create. This may take a minute to complete.

14. From the Create Group Wizard, click Next.

=i Create Group Wizard

r Enter a name and cription for the new group.

Tairgtosts Voragemert Pack =] [ New. ]



15. Click the Add/Remove Objects...button to select the servers to be monitored for this application.

Explicit Group Members (optional)
Choose specific objects that will be members of this group.

| Add/Remove Objects |

16. In the Search for dropdown menu select Computer.

17. Enter SCOMO1 in the Filter by part of name search box and click the Search button.

Select objects to be members of this group.
Search for:

|C0m puter v |

Filter by part of name (optional ):
|sCOMO1 | Search

18. Under Available Items select the SCOMO01.contoso.com entry.
19. Click the Add button and then click OK to return to the Choose Members from a List page.

Select objects to be members of this group.
Search for:

‘ Computer

Filter by part of name (optional):
|scomol

Available items

Name Path Full Name
" sCOMO1 contoso Microsoft Windows Comput

Selected objects
Name: Path Full Name
fSCOMD‘I .cortoso.... Microsoft. Windows . Comput...




20. Click Next on the Choose Members from a List page.
21. Click Next on the Create a Membership Formula page to skip dynamic membership rules.
22. Click Next on the Choose Optional Subgroups page.

23. Click Create to commit this new group and unsealed Management Pack to the database. This may
take several minutes to complete. Wait until the wizard closes.

24. Using the Operations Manager Console click on the Authoring workspace and expand the
Management Pack Templates node.

4 |7 Authoring
4 |5~ Management Pack Templates
r__"_-, MET Application Performance Monitorir
" OLE DB Data Source
_.-3 Process Maonitaring
[ TCP Port
_.-3 UMIX/Limwx Log File Manitoring
_.-3. UMIX/Limmx Process Monitoring
_.-3‘.‘-.-'el:uApplicatiu:unAvailabilit}'Mu:unitu:urir'g
_.-3WEI:uApplicatiDnTransactiu:unMu:unitu:urir'g
#_;.- Windows Service
#% Distributed Applications
=1 Groups
- ‘E Management Pack Objects

25. Click on the .NET Application Performance Monitoring node, then under Tasks, select Add
Monitoring Wizard. To expand the toolbar click, on the Task Pane.

Management Pack Templates 9 * Tasks
4 Look for: I Find Now Clear X [3 9.
Mame ‘ Management Pack N
£ \MET Application Performance Monitaring Templates
_.-3 OLE DB Data Source ¥ Open

_.-3 Process Monitoring

T TCP Port

v Add Monitoring Wizard

26. On the Select Monitoring Type page leave the .NET Application Performance Monitoring node
selected and click Next.



Select the monitoring type

MET Application Peformance Monitoring

JEE Application Availability Monitoring
JEE Application Performance Monitoring
QLE DB Data Source

27. On the General Properties page type the name TalkingHeads App Monitor in the Name field.

28. Under Management Pack select the newly created TalkingHeads Management Pack from the
dropdown list and click Next.

Enter a friendly name and description

MName:
ITaIking Heads App Monitor

Description:

Management pack

Select destination management pack:

TalkingHeads Management Pack

29. On the What to Monitor window click the Add... button to locate the objects to monitor.

Add application components to monitor

Application group: TalkingHeads App Momitor
Application components ) EEZ Add... Remove
Component Application Path

30. Click the Search button and then select the TalkingHeads application in the list of available items.

Filter by part of name (optional):




31. Click the Add button to insert the TalkingHeads and TalkingHeadsMidtier to the Selected objects

list and then click OK.
Object Search L2 [x]

To add objects, search for the objects and then add them to the selected objects list.

Search for:
Web Applications and Services

Filter by part of name (optional):

Available items

Component Application Path ~
Microsoft System Center 2012 Orchestrator Or...  Microsoft System Center 2012 Orchestrator Orchestration C...
@OmhestmtorED'IE Microsoft System Center 2012 Orchestrator Web Service/...

ﬂ ReportingWeb Service WSS Administration/ReportingWeb Service
ﬂSewerSchebSewice WSUS Administration/ServerSyncWebService

Iﬁ SimpleAuthWebService WSS Administration,Simple AuthWeb Service =
@TalkingHeads Default Web Site/TalkingHeads

@TalkingHeadsMidtier Default Web Site/TalkingHeadsMidtier "

Selected objects
Component Application Path
@TalkingHeads Default Web Site/TalkingHeads
ﬂTaIkingHeadsMidtier Default Web Site/TalkingHeadsMidtier

ok || Cancel

32. Under Monitoring Scope select Production from the Environment dropdown.

Monitoring scope

LIse the environment tag and targeted group to control where monitoring will be applied. The tag will become part of the
display name and targeted group defines servers where monitoring will occur.

Environment: |[3

33. In the Targeted group section, click Search.



Environment: | Praduction hd |

Targeted group: -T.k- Cleate.I p Search... ]i Remove

| j —

34. In the Management pack dropdown, select the TalkingHeads Management Pack and click Search.

To add groups, search for the group by name and management pack and then add them to the selected objects list.
Filter by (optional):

Management pack:

{Ay) hd
System Library

System Software Librany

System Virtualization Libral
TalkingHeads Management Pack

Team Foundation Server 2012 Management Pack
Universal Linwe {Debian) Discoveny
Universal Linux (RPM) Discoveny —‘

Universal Linw: Monitoring

35. Select the TalkingHeads App Server Group and click OK.

To add groups, search for the group by name and management pack and then add them to the selected objects list.
Filter by (optional):

| |
Management pack:
|Ta||cingHeads Management Pack W |

Lorailable Groups

MName Management Pack

TalkingHeads App Server Group TalkingHeads Management Pack

36. On the What to Monitor page, click Next.



Add application components to monitor

Application group: TalkingHeads App Monitor
Application components !Ei Add... == Remove
Component 4 Application Path
@ TalkingHeads Default Web Site/TalkingHeads
g d d [ g d d

Monitoring scope

|Jze the environment tag and targeted group to control where monitoring will be applied. The tag will become part of the display name
and targeted group defines servers where monitoring will occur.

Envircnment: | Praduction

Targeted group: - Create.. [ Search.. == Remove

TalkingHeads App Server Group

< Previous || Next = || Create || Cancel

37. On the Server-Side Configuration page, change the Performance event threshold to 3000 (ms) .

Configure performance event monitoring
Performance event threshold (ms):

|3000] =

38. Click Advanced Settings.



39.

40.
41.
42.

Configure the default monitoring settings

Event monitoring

Turn on performance event alerts
Turn on exception events alerts

Configure performance event monitoring
Performance event threshold (ms):

3000 2

W

Use advanced settings to further customize the configuration for the application group

| Advanced Settings...

[] Enable additional configuration options for server-side and client-side monitoring

In the Configure exception event monitoring section, click Application failure alerts and All
exceptions.
Configure exception event monitoring
Security alerts () Critical exceptions only | Exception Tracking ...
Connectivity alerts ® All exceptions | Critical Exceptions ...
Application failure alerts
Click OK.
On the Server-Side Configuration page, click Next.

On the Summary page, click Create to set up this new Monitor object. This will take a few

minutes to complete and the Wizard will disappear once it has finished.




Summary

Application Group: TalkingHeads App Monitor - Production
Management Pack: TalkingHeads Management Pack
Wamings:

i IS may need to be restarted.
Server-side monitoring defaults:

Manitored servers TalkingHeads App Server Group

Performance event alerts Enabled

Exception event alerts Enabled

Performance event threshold 3000 ms

Manitors enabled % Exception Events/sec exceeds threshold

% Performance Events/sec exceeds threshold
Average Request Time exceeds threshold

Application Components: 2

TalkingHeads - Production
Customized Falze
Monitored servers Serverside: TalkingHeads App Server Group
Client-side monitaring enabled False

TalkingHeadsMidtier - Production
Customized Falze
Monitored servers Serverside: TalkingHeads App Server Group

43. Open Internet Information Services (1IS) Manager by clicking Start and typing IIS Manager and
clicking the shortcut.

Search

Everywhere -~

115 Manager ﬂ

Er Internet Information Services (15)
h Manager

44. Under Connections in the left panel, select SCOMO1. If prompted to get updates, click No.



€5 » scomo »

File  View Help

@ |78 % SCOMO1 Home
o ﬂ'ﬂ Start Page . .
: : -V -k
b [95 SCOMO1 (contoso\administra | " ¥ 6o -§
ASP.MET
52 ¢
2 &
NET MNET MET Error
Authorizat.. Compilation Pages

45. Under Actions in the right hand panel, click Restart to stop and then start the IIS Service.

Manage Server
Restart

Start
Stop

[ Y

46. Close Internet Information Services (11S) Manager.

47. Click the Operations Manager icon on the Taskbar and select Monitoring workspace on the
Operations Manager Console.



48.

-

4 [,!, Monitaring -
(] Active Alerts
|E| Discovered Inventory
2% Distributed Applicatiors
& Task Status
28| UNIX/Linux Computers
ﬁ] Windows Computers
' _:_gl Agentless Exception Manitoring

> _:Ej, Application Monitoring

» _:_cjl Data Warehouse

» _:Ej, Microsoft Audit Collection Service
i _:_g, Microsoft SQL Server

> _:Ej, Microsoft System Center Virtual M
> [[d Microsoft System Center Virtual M
> [ Microsoft System Center Virtual M
> [[d Microsoft Windows Cliert

i i sasr I Liardor

Show or Hide Views..
MNew View »

_._. Menitaring

\ Monitoring Overview

:f' Required Configuration Tasks:

In arder for Operations Manager to manage and monitor your
network you must complete the following steps:

L Required: Enable Motification Channels

= Upgrade to full version

State and Alerts:

Computer Health: Go to Comg

Critical:

Warning:

Healthy:
Maintenance Made:

LEOEO P

Unknown Status:

Expand the Application Monitoring | .NET Monitoring | TalkingHeads App Monitor - Production
node. If this is not visible, from the upper toolbar select View | Refresh until it appears. This may

take awhile.

4 !, Manitoring
(=] Active Alerts
|E| Discovered Imventory
5:%| Distributed Applications
& Task Status
=22 | LIMIX/Linx Computers
ﬁ] Windows Computers
i _g Agentless Exception Manitoring
4 | g Application Monitaring
Applicatiors
4 | g MET Monitoring
[] Active Alerts

=g | |15 7.0 ASPMET Web Application Inventory

=22 115 8.0 ASP.MET Web Application Inventory
=28 | 115 Hosted WICFWeb Service Inventary
22| Monitored Applicatiors

4 | TalkingHeads App Maonitor - Production



49. Click TalkingHeads App Monitor and confirm that the APM ASP.NET Web Application
Component is in a healthy state, which is represented by a green ‘check’. The application is now
being monitored from the server-side. It may take several minutes to appear as Healthy. If this is
not visible, from the upper toolbar select View | Refresh until it appears.

TalkingHeads App Monitor (1)

A Lookfor | | Find Now Gleat
e ET BT IS Hosted APM Client-Side
. ' ) . WCF Web Windows Manitoring
Siis DEpiyilians @ WEb. . O Web.Serylce O Service O Service O Application
Application Application Component Component Component
Component Component
(¥) Healthy Default Web Site/TalkingHeads () Healthy

50.

ASP.NET Web Application Inventory.

Menitoring

4 B Monitoring
| Active Alerts
u Discovered Inventory
::f| Distributed Applicatiors

]

s Task Status

=25 | UNIX/Linux Computers
J Windows Computers

> _;, Agentless Exception Manitoring

> g App Controller
4 (g Application Manitoring
0| Applications
4 (g NET Monitoring
| Active Alerts

w 115 8.0 ASP.NET Web Application Inventory
52| 115 Hosted WCFWeb Service Inventory

iif| Monitored Applicatiors

From the Monitoring workspace, expand the Application Monitoring | .NET Monitoring | 1IS 8.0

51. Click on the and confirm that the Default Web Site/TalkingHeads application is listed on SCOMOL1.
IIS 8.0 ASPNET Web Application Inventory (3)

4, Look for: |

| Find Now

115 Application Mame
AppController

Default Web Site/TalkingHeads
Microsoft System Center 2012 Ore...

Application Virtual Root
SLMAW3SYC/2/ROOT
SLMAWISYC/1/ROOT/ TalkingHeads
SLMAW3SVC/3/ROOT

Clear
Path
SCVMMOT.contoso.com; W3SVC/2
SCOMOT.contoso.com; W35V
SCO01.contoso.com; W3SVC/3

52. Click on the Default Web Site/TalkingHeads entry and then in the Tasks pane on the right, click
Check Client-Side Monitoring Compatibility.



* Tasks
B @
State Actions ~

W start Maintenance Mode..

dit Maintenance e Settings

[Ts| Personalize view...

Tasks ~
Entity Properties
B8 Heslth Explorer

Mavigation ~
[&] Alert View

|i| Diagram Yiew

Y37| Event View

E Performance VWiew

| State View

Metwork (Virtual) Vicinity Dashbx
Metwork Vicinity Dashboard

115 & ASPMNET Application

[C3 Check Client-Side Monitoring g

Report Tasks *

53. Click Run to initiate tests to confirm that the application can be monitored by injecting JavaScript
code into the application.



Run the task on these targets

Target Run Location
[#] Default Web Site/TalkingHeads SCOMO1 contoso.com;W3SVCA

Task Parameters

MName

Task credentials Task description

(®) lse the predefined Run As Account The task verifies that the web application can
be safely monitared by using client-side

() Other maonitaring. This task should be run against all

ASP MET applications that are to be configured

User name:: | T e e TR

Application Performance Monitoring template.

Password : |

Domain : |Comogo

Task confirmation

[] Den't prompt when running this task in the future

54. When the task completes, confirm that the Status reported is Success indicating that the
application is compatible with Client Side Monitoring.



The task completed successfully.
Task

<| I [>]

Task Output 2 Copy Text 53 Copy HTML

Check Client-Side o A
@ Monitoring Compatibility Task Description

Status: Success The task verifies that the
Scheduled 12/16/2013 11:31:12 web application can be
Time: PM safely monitored by v
AN 12/16/2013 11:31:112 ticina rliant rida

You can close this dialog at any time. Doing so will not interrupt

executing tasks. You can check the status of tasks in a task status
view.

55. Click Close to clear the test window. Client-side Monitoring can now be safely configured for the
TalkingHeads application.

@ Help
Thetask completed successfully.
Task Status Task Target
@Ched{ Client-Side Monitoring ...  Success default web site/talkingheads
Task Output 53 Copy Tet 53 Copy HTML
‘Check Client-Side Monitoring S ~
@ Compatibility Task Description
Status: Success The task verifies that the web application can
S_chelduled 2/28/2014 1:58:20 AM be sa.felglr monlt.ored by using cllent-5|del
Time: monitoring, This task should be run against all
Start Time: 2/28/2014 1:58:20 AM ASP.NET applications that are to be configured
;ulbmltted contoso\Administrator for client-side monitoring through the NET
v - L
Application Performance Monitoring template,
Run As:
Run
Location:
Target: W
= = 115 8 ASP.NET Application
< >

You can close this dialog at any time. Doing so will not interrupt executing tasks. You can check the
status of tasks in a task status view.

Close



56. Select the Authoring workspace.

Authoring <

4[| 2 Authoring |
[» .:y-) Management Pack Templates
#% Distributed Applications
=1 Groups
> &5y Management Pack Objects

Authoring Overview

::' Required Configuration Tasks

In order for Operations Manager to manage and
network you must complete the following steps:
> Required: Enable Notification Channels

> Upgrade to full version

“~ Management Pack Templates:

Add monitoring to management packs by using |
£dd Monitoring Wizard... management pack templates.
NewDistributed Application Examples: "Website URL” or "INT Service”

New Group... Go to management pack templates

_-_. Monitoring

/[ Authoring ;:ﬁ Distributed Applications:

57. Expand Management Pack Templates and click .NET Application Performance Monitoring.

58. Right-click on the TalkingHeads App Monitor -Production monitor and select Properties.

R NET Application Performance Monitoring - PCBC - Operations Manager

File Edit View Go Tasks Tools Help

I— Search ¥ _ "~ Add Monitoring Wizard _ _!“,_ @ -

Authoring ¢ .NET Application Performance Monitoring (1)
4 | 7 Authoring 3 Look for: I Find Now  Clear x
4 [~ Management Pack Templates Name Management Pack
5] -NET Application Performance Monitoring [F_ﬁ, TalkingHeads App Monitor - Production e Pa
Q OLE DB Data Source 2= Add Monitoring Wizard —
Q Process Monitaring ,En] Properties
TCP Port —
Q & View Management Pack Objects. ..
g UND/Linux Log File Manitaring | :
Delete Del
Q UNIX/Linux Process Maonitaring x
g web Application Availability Monitoring i Refresh F5

Q ‘Web Application Transaction Monitoring
ﬁ,} Windows Service
#% Distributed Applicatiors
=1 Groups
3 E Management Pack Cbhjects

59. Click on the Client-Side Monitoring tab.
60. Click the Enabled checkbox to turn on CSM for this application.



61.
62.

63.
64.
65.

What to Monitor | Server-Side Defaults | Client-Side Monitoring | Client-Side Defaults I Summary |

Enable client-side monitoring for web applications

new web applications.

Client-zside monitoring uses JavaScript scripts automatically added to each managed web application that is configured for
manitoring. To ensure that these scripts can run, you should run the Check Client-Side Monitoring Compatibility task against any

/ Customize...

Enabled Component

| TalkingHeads

115 Application Path
Defautt Web Site/TalkingHeads

Click the Customize button to open the settings window.

Excluded Pages

Configuration

Under Event monitoring check the box to enable Turn on exception events alerts.

Event monitoring

[] Turn on performance event alerts

[] Turn on exception events alerts

Set the Page load threshold (ms) field to 3000.

Set the Ajax and WCF threshold (ms) field to 3000.

In the table titled Configure the IP address filter select each of the two lines in turn and use the

Remove button to delete the lines from the table, leaving an empty table.

Modifying Settings: TalkingHeads
Event monitoring

¥ Turn on performance event alerts
¥ Turn on exception events alerts

M

Confi e veat cob
Page load threshold (ms): Sensitivity threshold (ms):

3000 = 3000

Ajax and WCF threshold (ms):

[5000 =

=

Sampling
Monitor |100 | % of incoming requests

Configure client IP address filter

. R Remove

IP Address 4 | N ' | Deny Type

Use Defauit Configuration | oK

Cancel




66. Scroll down to the Monitors area.

67. In the % Exception Events/sec exceeds threshold setting enter the value 1. 1% is extremely low
but will be useful to speed up the time to see alerts in this lab.

68. In the % Performance Events/sec exceeds threshold setting enter the value 1.

Monitors

| Name 4| Threshold Interval
W |% Bxception Events/sec exceeds ...

B | % Performance Everts/sec exces... E-= minutes n

Eﬁlminutes j

69. Scroll further down to the Transactions section and click the Add button.

Transactions
g Add... 7 Edit... == Remove

Transaction Mame Web Page

70. In the Transaction Name box enter Home Page.

71. In the ASP.NET page box enter /TalkingHeads/Default.aspx.

72. Under Collect alerts by event type, click to select the Application failure box.
73. In the % Exception Events/sec exceeds threshold setting enter the value 1.

74. In the % Performance Events/sec exceeds threshold setting enter the value 1.



Transaction Properties il

ASP .NET page settings

Transaction name:

IHome Page

ASP MET page:

I;’Talking Heads/Default aspe

example: "Mirtual DirMyPage.aspx

Performance event threshold (ms):

| 1000 =
Sensitivity threshold (ms):
f 100 =

Collect alerts by event type

¥ Application failure ¥ Performance
Monitors
| Name # | Threshold Interval
W % Exception Events/sec exc... 1ﬁ A Eﬁ minutes W7
% Performance Everts 1= 5 | minutes
¥ | Average Request Time exce... || 11}1}1}1}:jl ms ]l 5:i”n1inutes A
QK Cancel
| ,
75. Click OK.
76. Under Monitored Servers click Search.
Monitored servers
You can target a group to limit the scope of the monitoning to the group of senvers.
Targeted group: 1 = Create.., } Search...

77. In the Management Pack dropdown list select TalkingHeads Management Pack and press Search.

78. Select the Talking Heads App Server Group and then press OK.



Group Search ed |
To add groups, search for the group by name and management pack and then add them to the selected objects list.
Filter by (optional):

Management pack:
ITaIkingHeads Management Pack j

Luailable Groups

Mame

Management Pack
TalkingHeads Management Pack

TalkingHeads App Server Group

79. Press OK to close the Modifying Settings: TalkingHeads page.

80.
81.
82.
83.

Medifying Settings: TalkingHeads x|
Excluded pages _I
gEAdd... /Edit.. ==Remove
Page Name | Ce ison Type
Transactions
ooAdd.. 7 Edit.. ==Remove
| Transaction Name | Web Page £
a. Home Page /TalkingHeads/Default.aspx
Monitored servers
You can target a group to limit the scope of the monitoring to the group of servers.
Targeted group: Create... 5; Search... E==IRemove
|Ta|kmgHead5 App Server Group
-
Usze Default Configuration 0K Cancel Apply |
Y

Click on the Client-Side Defaults tab.
Under Event monitoring check the box to enable Turn on exception events alerts.
Set the Page load threshold (ms) field to 250.

In the table titled Configure the IP address filter select each of the two lines in turn and use the
Remove button to delete the lines from the table, leaving an empty table.



L) TalkingHeads App Monitor - Production Properties -

‘ What to Monitor I Server-Side Defaults | Cliert-Side Manitoring | Client-Side Defaults |Summarv |

Configure client-side monitoring

Event monitoring
Turn on performance event alerts
Turn on exception events alers

Configure performance event collection
Page load threshold (ms) Ajax and WCF threshold (ms)
250 - 5000

<3|

Configure client TP address filter

& Add... 7 Edit.. == Remove
IP Address Metmask Dery Type

More sbout client IP address filters

Use advanced settings to further ize the il ion for the lication group

Advanced Settings...

OK | | Cancel | | Apply |

84. Click OK to close the TalkingHeads App Monitor Production - Properties dialog box. The folder
will update, and this may take a few moments to complete. The properties page will disappear
once it has completed.

85. Navigate to Monitoring | Operations Manager | APM Agent Details | Active Alerts.

Monitoring

; r_:_|| Microsoft Windows Server
; r_:_|| Microsoft Windows Server DHCP
; r_:_|| Microsoft Windows Server DNS
; r_:_|| Microsoft Windows Server File &.i5CSI Services 2012
; r_:_|| Microsoft Windows Server File Services
> r_:_|| Microsoft Windows Server Update Services 2012 R2
> g Metwork Monitoring
Fi r_:_|| Operations Manager
|| Active Alerts
j Management Group Diagram
@ Management Group Health
@ Management Group Health Trend
j’d Task 5tatus
> [g Agent Details
4 (Lo APM Agent Details
|| Active Alerts
£ All Events
@ All Performance Data
25| APM Agent State
@ II5 Restart / Recycle Required




86. In the Active Alerts pane, wait until a Warning alert appears indicating that Application Pools
require a recycle on DCO1, or right-click on Active Alerts and select Refresh. When the Alert
appears, select the IIS Restart is required alert.

4 Severity: Warning (2)
I DCO01.Contoso.... 15 Application Pools recycle is required Mew

N DC01 . Contoso..., 15 Restart is required Mew

87. In the details pane below, scroll down and click the Restart IIS link.

Alert Details v
TURAING ON TAE WeD SErver. INIs MonTor Iransiwions To an UNnNeany state When 1is Needs 1o De
recycled. Y
Causes

When application monitoring settings are modified using the .MET Application Performance
Monitoring template, 115 might need to be restarted for the new settings to take effect. An example
of a scenario that requires restarting 115 is when you are configuring .MNET application monitoring
for the first application on the web server,

Resolutions
You can restart 1IS by clicking the following link: Restart 115

You can run the iisreset.exe command on the web server.

88. Ensure SCOMO01.Contoso.com is selected and click Run.



@ Help

Run the task on these targets

Target Run Location

[V SCOMD1_Contoso.com SCOMO1 .Contoso.com
Task Parameters

Name Value

Timeout Seconds 300

Arguments

Task credentials Task description

(®) Use the predefined Run As Account This task restarts Internet Information Services
OUH’H' on target computers.

User name : I I

Password : | |

Domain:  [CONTOSO v]

Task confirmation
[] Don't prompt when running this task in the future

89. When the Task completes, click Close.

90. Navigate to Monitoring | Operations Manager | APM Agent Details and click the All Events
node.



Menitoring

b _5 Metwork Monitoring
b ,_:_n, rerarks Wiware
N 5 Operations Manager
[ =] Active Alerts
j Management Group Diagram
Management Group Health
@ Management Group Health Tren
< Task Status
> |4 Agent Details
4 g APM Agent Details
[=] Active Alerts
2| All Events

91. Sort the Events by Event Number.

92. Notice Event 4001 in the list, this event indicates that the APM service has started.

All Events (35)

4, Look for: | | Find Now Clear
Level Date and Time Source Event Mumber
i Information  2/28/2014 1:33:02 AM System Center Management APM 4001
i Information  2/28/2014 1:3%:04 AM Apm PerfCounterMonitor 4148
i Information  2/28/2014 1:3%:04 AM  Apm PerfCounterMonitor 4150
i Information  2/28/2014 1:3%:02 AM .MET app monitoring 34004
T lefmmemmtice AN A LA AN AKA BAET e e mem i i e aanna
Details
Date and Time: 2/28/2014 1:39:02 AM Description:
Log MName: Operations Manager
Source: System Center Management  Microsoft Monitoring Agent APM service successfully started.
) APM
Generating Collect APM Agent Windows
Rule: Events ) ) .
Event Number: 4001 System information:
; ) Agent version: 7.1.10184.0
tevel inicimaticy Windows version: 2,6,2.3.400.0.9.0,
I&Zgn_lg;:l?e = SCOMO1. contoso.com
User N/A
Event Data:

& Viiew Event Data

< Dataltem type =" System.XmiData " time =" 2014-02-28T01:39:02.5676184-08:00 " sourceHealthServiceld =" BA0IAC46-AD45-329F-AT11-21996D589438 = >
< EventData >

< Data />

< Data » System information: Agent version: 7.1.10184.0 Windows version: 2.6.2.3.400.0.9.0. </ Data »
</ EventData »
</ Dataltem =

Click here to hide event data

93. On SCOMO1, select Internet Explorer from the taskbar so that the Talking Heads website opens.
If it does not, navigate to http://scom01.contoso.com/TalkingHeads.



http://scom01.contoso.com/TalkingHeads

e =5 @ http://scom01.contoso.com/TalkingHeads/Default.aspx D ~ o @Talkjng Heads x

TALKING HEADS

Me Status N 5 Home

94. Click the Home tab to ensure that the webpage refreshes, which indicates that the IIS server
restarted correctly.

95. Minimize Internet Explorer.

96. On the Desktop, double-click the TalkingHeads folder.

Share

Home View

| L » TalkingHeads
-

'i? Favorites Name

Bl Desktop [] How to use TalkingHeadsLoadSimulator

8 Downloads @] NLipsum.Core.dll

%] Recent places ] NLipsum.Core

(877 TalkingHeads.Simulator

1M This PC || TalkingHeads.Simulator.exe.config

97. Double-click on TalkingHeads.Simulator, an executable application. If a publisher verification
warning appears, click Run to continue.

98. Next to the Scenario button, click the dropdown and select Default Scenario.

4 Back o MNed - # Stop | + Browser | b Scenaric -

Default scenario

. Run infinitely

Change settings

99. Once tests appear in the lower window, minimize the Load Generator. This runs scripts against
the preconfigured bugs in the website to create application exceptions and performance issues on
both the server and client side. Application Performance Monitoring will detect these issues and
collect data which can be sent to a developer for debugging.

100. Open the Operations Manager Console click on the Monitoring workspace, and select
Operations Manager | APM Agent Details | All Events.



101. Wait for Event 4003 to appear. When it does, click to select it and notice that the APM Agent
started successfully in the details pane.

. Operations . ]
Log Mame: Manager Apm Agent started successfully.
Source: Apm Agent

102. Expand the Application Monitoring | .NET Monitoring | TalkingHeads App Monitor —
Production | TalkingHeads App Monitor node. Note that the Client Side Monitoring Application

Component is now active. It may take a few minutes for the current state of the Client-side
Monitoring to appear, but when it does it will show as Healthy.

A TalkingHeads App Menitor - PCBC - Operations Manager

File Edit View Go Tasks Tools Help
Menitoring <

TalkingHeads App Monitor (1)
ﬂ‘.‘u‘indows(omputers ;I {Lookfor: I

Find Now Clear x
> g Agentless Exception Manitoring APM ASP.NET APM ASP.NET 115 2008 Client-Side
= . Web Web Service Hosted WCF Monitoring
2' RS TmaviaTs @ Application @ Application @ Web Service @ Application
4 | g Application Monitoring Component Component Component Component
4 |3 NET Monitoring Default Web Sit... (/) Healthy (¥) Healthy
[&] Active Alerts

ﬂASP.NETWeb ApplicationInventaory
ﬂ Maonitored Applications
4 | TalkingHeads App Monitor - Production
[] Active Alerts
ﬂ TalkingHeads App Maonitor
4 | TalkingHeads
ﬂ All Performance Data
@ Orwverall Component Health
| TalkingHeads (Client)
2: Web Application Availability Monitoring
g Data Warehouse
Show or Hide Views..

MNew View »

103. Navigate to the Application Monitoring | .NET Monitoring | TalkingHeads App Monitor —
Production | Active Alerts node. After a few moments exceptions and performance alerts will
begin to appear which confirms that APM was configured correctly.



x g App Controller
FI éAppIicatiDnMDnitorir‘g
Applicatior‘s
4 (g NET Monitoring
|| Active Alerts
w 115 8.0 ASP.MET Web Application Inventory
2] 115 Hosted WCFWeb Service Inventary
| Monitored Applications
4 | TalkingHeads App Maonitor - Production
| Active Alerts
2| TalkingHeads App Manitor
» || TalkingHeads
» || TalkingHeads (Clier)
» || TalkingHeadsMidtier
x gJava Maonitoring
m >
show or Hide Views..

New View »

.. Menitoring

104. Wait until there is at least 1 alert in each of the following categories. This should take a few
moments.

105. Client Application Exception

106. Client Performance Exception
107. Client Performance Exception
108. Server Performance Exception

109. Server Application Exception

Active Alerts (12)

4, Look for: | Find Mow Clear

= Source @ MName Description Resolution State  Created Age

4 Severity: Warning (12)
0 SCOMO1/Talki... Client Application Exception /TalkingHeads/... MNew 2/28/2014 2:19:50 AM 2 Minutes
0 SCOMO1/Talki.., Client Performance Exception Client Page: /T.. MNew 2/28/2014 2:19:36 AM 3 Minutes
0 SCOMO1/Talki.., Client Performance Exception Client Page: /T.. MNew 2/28/2014 2:19:28 AM 3 Minutes
0 SCOMOT/Talki... Server Performance Exception ‘/TalkingHeads... MNew 2/28/2014 2:19:28 AM 3 Minutes
0 SCOMOT/Talki... Server Application Exception ‘TalkingHeads ... MNew 2/28/2014 2:19:27 AM 3 Minutes
A0 SCOMOT/Talki... Server Application Exception ‘TalkingHeads ... MNew 2/28/2014 2:19:27 AM 3 Minutes
0 SCOMO1/Talki... Server Application Exception ‘TalkingHeads ... MNew 2/28/2014 2:19:25 AM 3 Minutes
0 SCOMO1/Talki... Client Performance Exception Client Page: /T.. MNew 2/28/2014 2:19:16 AM 3 Minutes
0 SCOMO1/Talki... Server Performance Exception '/TalkingHeads... MNew 272872014 2:1%:13 AM 3 Minutes
0 SCOMO1/Talki.., Client Application Exception /TalkingHeads/... MNew 2/28/2014 2:18:42 AM 4 Minutes
/1 Home Page./T.. Client Page Performance Exception Client Page: /T.. MNew 2/28/2014 2:18:00 AM 4 Minutes
A0 SCOMOT/Talki, Client Performance Exception Client Page: /T.. Mew 2/28/2014 2:18:00 AM 4 Minutes

110. Minimize Operations Manager and select the Load Generator.

111. Select Stop.



o Load Generator - 2 runs, 52. errors \;‘i-

4 Back ® Medt http://localhost/TalkingHeads/ Secure/Status.aspx - 3 Stop Browser | b Scenaric -

02:23:40.740 Confirm a friend ~
02:23:42.800 confirm a friend
02:23:44. 364 confirm a friend
02:23:45.957 confirm a friend
02:23:47.970 confirm a friend
02:23:49.725 confirm a friend
02:23:51.531 confirm a friend
a
a
d

02:23:54.531 confirm a friend
02:23:56.902 confirm a friend
02:23:58.170 Completed successfully
02:23:58.173

112. Close the Load Generator.

5.4.3 - SCOM: View Application Performance Monitoring
Data

In this exercise Application Performance Monitoring (APM) information for a .NET web application
will be reviewed. This can be used to identify code bugs and performance issues, which assists with
application troubleshooting. This website, Talking Heads, is a simulated social network which some
purposely placed code bugs to trigger Operations Manager alerts.

Estimated time to complete: 15 minutes

SCOMO1
Perform the following on SCOMO01

1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.



=l -1vEl

2. Navigate to the Monitoring workspace.

!. Menitoring
ﬂ/" Authoring

1 L Reporting

Pl
]

Administration

Eﬂ My Workspace

3. Expand Monitoring | Application Monitoring | .NET Monitoring.

> g App Controller
4 | 5 Application Manitaring
@ Applicatiors
4 [Zg .NET Manitaring
[=] Active Alerts
ﬂ 115 8.0 ASP.NET Web Application Inventory
ﬂ 115 Hosted WCFWeb Service Inventory
2] Monitored Applications
4 | TalkingHeads App Maonitor - Production
[=] Active Alerts
ﬂ TalkingHeads App Manitor
> || TalkingHeads
> || TalkingHeads (Client)
> || TalkingHeadsMidtier

> [ Java Monitoring
c m

Show or Hide Views..

Mew View »

_-_. Menitoring

4. Select Monitored Applications and ensure that the state of the TalkingHeads App Monitor -
Production is Healthy.

Monitored Applications (1)

4, Lockfor | Find Now Clear
State MName Path

@ Healthy TalkingHeads App Menitor - Production




5. Navigate to the Monitoring | Application Monitoring | .NET Monitoring | TalkingHeads App
Monitor - Production | TalkingHeads.

Menitoring

4 | '_é,AppIicatinnMonitorir‘g
Em] Applicatiors
4 [Lg NET Monitoring
|| Active Alerts
ﬂ 115 8.0 ASP.MET Web Application Inventory
ﬂ 115 Hosted WCFWeb Service Inventary
ﬂ Maonitored Applications
4 | - TalkingHeads App Monitor - Production
|| Active Alerts
25| TalkingHeads App Monitor
4 || TalkingHeads
524 All Performance Data
(@] Overall Companent Health
> [ 7] TalkingHeads (Client)
> [ ] TalkingHeadsMidtier

> g Java Monitaring

Select Overall Component Health. Note that the application is healthy, however there are several
performance alerts.



8.

Overall Component Health

Applications State

%Lookfor: | Find Now Clear x
State MName 11S application path Path

@ Healthy TalkingHeads - Production Default Web Site/TalkingHeads SCOMOT.contoso.com
Active Alerts )

= | Source '@ Mame Description Resolution State  Create ™

4 Severity: Warning (5)

[L SCOMO1,/TalkingHeads - Production Server Performance Exception /TalkingHeads/Secure/Search.aspy’ has ex.. New 2/28/2
A SCOMONTalkingHeads - Production Server Application Exception ‘TalkingHeads - Production’ on SCOMO1.c...  New 2/28/2 £
L SCOMO1,/TalkingHeads - Production Server Application Exception ‘TalkingHeads - Produdtion’ on SCOMO1.c...  MNew 2/28/2
/1, SCOMO1,TalkingHeads - Production Server Application Exception ‘TalkingHeads - Production’ on SCOMO1.c...  New 2/28/2
/¥ SCOMO1/TalkingHeads - Production Server Performance Exception ‘/TalkingHeads/5ecure/Status.aspx’ has exc.. New 2/28/2 v

< 1] >
Alert Details
AV Server Performance Exception Alert Description
Source: )] SCOMO1/TalkingHeads - Production ‘(TalkingHeads/5Secure/Search.aspx’ has exceeded the
Full Path Name:  SCOMOT.contoso.com\SCOMOT contoso.com\SCOMO1/TalkingHeads ~ configured threshold 3000 ms on: SCOMOT. contoso.com. For
: - Production additional details please use the following link:
Alert Rule: ) Generate Alert for Performance APM Event http://SCOMO1/AppDiagnostics/Pages/login.aspx?
Created: 2/28/2014 2:19:28 AM m=ev&uid=5310623b-0b8c-0000-b803-000001527a%d

Navigate to the Monitoring | Application Monitoring | .NET Monitoring | TalkingHeads App
Monitor - Production | Active Alerts.

» -£—|'| Agentless Exception Manitoring
> 4, App Controller

4 (g Application Monitoring

1| Applicatiors

4 (g .NET Manitoring
(] Active Alerts

u 115 8.0 ASP.NET Web Application Inventory
u 115 Hosted WCFWeb Service Inventary

2] Monitared Applicatiors

4 | TalkingHeads App Maonitor - Production

| =] Active aterts

u TalkingHeads App Maonitor

Find an alert with the name Server Application Exception.




Active Alerts (12)

= Sourc

e @

Name

4 Severity: Warning (12)

/¥y SCOMO1/Talki..,
/1y SCOMO1/Talki...
/¥ Home Page./T..
/1y SCOMO1/Talki...
/vy SCOMO1/Talki..,
/vy SCOMO1/Talki...
/4y SCOMO1/Talki..,
/v, SCOMO1/Talki...
/4y SCOMO1/Talki..,

Client Application Exception

Client Application Exception

Client Page Performance Exception
Client Performance Exception
Client Performance Exception
Client Performance Exception
Client Performance Exception
Server Application Exception
Server Application Exception

Description

[TalkingHeads/...
[TalkingHeads/...
Client Page: /T...
Client Page: /T...
Client Page: /T...
Client Page: /T...
Client Page: /T...
‘TalkingHeads ...
TalkingHeads ...

Resclution State

New
New
New

New

Created Age

2/28/2014 2:19:50 AM 28 Minutes
2/28/2014 2:18:42 AM 29 Minutes
2/28/2014 2:18:00 AM 30 Minutes
2/28/2014 2:19:36 AM 28 Minutes
2/28/2014 2:19:28 AM 29 Minutes
2/28/2014 2:19:16 AM 29 Minutes
2/28/2014 2:18:00 AM 30 Minutes
2/28/2014 2:19:27 AM 29 Minutes
2/28/2014 2:19:27 AM 29 Minutes

9. Right-click it and select Properties. This error indicates that an application running on the server

has had

an issue.

10. Under Alert Description, click the link to launch Internet Explorer.

Alert Description:

‘TalkingHeads - Production’ on SCOMO 1. contoso.com has had an application failure occur. An exception of type
'System. ServiceModel, FaultException' with a message of 'System. ServiceModel FaultException' was thrown in

'fTalkingHeadsSecure fPost.aspx’. For additional details please use the following link:
http: //SCOMO 1 /AppDiagnostics Pages login. aspx?m=ev&uid =7d427a7c-78a5-43ab-acae-0 1 1 7f254ffa 1

11. When the Windows Internet Explorer Dialog appears, select Yes to close the window.

12. Expand the various components of the event by clicking the plus signs (+) and triangles and review
the information. The information on this page can be used to reproduce the issue and provide
information about how to resolve this error.

s Actions

Event properties | g

Event dass: Exception Event

Component: Taking
Source: Talking
Status: Niew

vuetuRe

imilar events | Related events | Distributed chains | Performance counters
Event Date: 2/28/2014 2:20:30 AM

Heads. ULdll Build: 1.0.0.30819

Heads - Production Computer:  contoso.com\SCOMOL
Aspect:  Appiication Failure

TILLPE7IOLAIIS |y EAUS] SELUTE PUSL dSpX
userHostAddress =1

Exception Chain B

System.ServiceModel FaultException: System.SenviceModel. FaultException

Exception nﬁ a l
S—
Name Value: Structure
%% exception dass
Stfck &
[ Show Complete Stack  [_] Show parameters Show lines Colapseal
+ System ServiceModel FaultException: System. ServiceModel. Faultbxception thrown at
- System.ServiceHodel. Channels. ServiceChannel HandleReply +448
5 » &  WCF: TalkingHeads.UL Sodial.SodialSaap.Post . Client side +36
3 System. Runtime, Remoting.Proxies. RealProxy. P +339
L] TalingHeads. Ul Sodial. SocalSoap.Post
Parameters(0) | Hember Variables(0) Source 2
Name Value
=) % Assembly
L Hame c icrosoft. NET .0.303 porary ASP.NET a 967e9f: _s8becc0l uL.dl, 1.0.0.30819
Date Hodified 12/16/2011 5:07:42 PH
Assembly Path C: ticrosoft.NET .0.303 porary ASP.NET ar 967e9f: ,_58beecol urdl
Symbels Fie \TallingHeads. UL pdb\, was not found
® % Code
Handldd
o TalkingHeads. U1 Social. Sodialsoap.Post
Parameters(0) | Member Variables(0) Source 2
Name Value
=) % Assembly
L Mame [ porary ASP.NET F i 967e3fa\2786: 1 _58beccdl ULdl, 1.0.0.30619

licrosoft.NET\F .0.303;



13. Select the Similar events tab at the top of the page. These are identical events that have
happened in recent history.

5 Actions

Event properties Si Related events Distributed chains Performance counters

Similar by: Q} Problem -
Problem: [TallingHeads/Secure/Post. aspx failed in TalkingHeads. UL Sodal. SedalSoa...
From: 2/14/2014 2:20:30 % Ta: 2/28/2014  2:20:30 ::° Apply

Number of Events: 3

First Event Date:  2/28/2014 2:19:24 AM Last Event Date: 2/28/2014 2:20:30 AM
ID Description
22 [TalkingHeads/Secure/Post. aspx failed with System. ServiceModel. FaultException
17 [TalkingHeads/Secure/Post. aspx faled with System.ServiceModel. FaultException
g [TallingHeads/Secure/Post. aspx failed with System. ServiceModel. FaultException

14. Select the Related events tab at the top of the page. This displays events that are similar, but may
not be identical to this particular failure.

Actions

Event properties Similar events

Distributed chains Performance counters

Period: 1 minute - Apply

Number of Events: 6

First Event Date:  2/28/2014 2:20:01 AM Last Event Date: 2/28/2014 2:20:30 AM

ID Description

20 ASP.secure_post_aspx.ProcessRequest failed with System.Net WebException: The remote server returned an error: (300) Internal Server Error.
21 [TallingHeads/Secure/Post. aspx failed with System. ServiceModel. FaultException

22 /TalkingHeads/Secure/Paost. aspx falled with System.ServiceModel. FaultException

15 ASP.secure_post_aspx.ProcessRequest failed with System.Net WebException: The remote server returned an error: (300) Internal Server Error.
16 [TalkingHeads/Secure/Post. aspx falled with System.ServiceModel. FaultException

17 [TallingHeads/Secure/Post. aspx failed with System. ServiceModel. FaultException

15. Select the Performance counters tab. Toggle some of the values to see additional information
which is collected about this performance issue.



£ Actions

Event properties | Similar events | Related events | Distributed chains | P

Collecting period: 15 min Frequency: 9 sec

&h Color Scale Counter Units Avg Min
_— \Process\% Processor Time % time 1312 0
0.1 \Process\Private Bytes B 225.25 0
0 \.NET CLR Exceptions\# of Exceps Thrown | sec ops/sec 0.39 0
[m] \.NET CLR Memory\# Bytes in all Heaps B 20.09 0
O 1.HET CLR Memory\# Gen 0 Collections Gen 0 Collections 36.06 0
[m] \.NET CLR Memory\# Gen 1 Collections Gen 1 Collections: 34 0
O 1.NET CLR Memory\# Gen 2 Collections Gen 2 Collections 22.06 0
[m] \.NET CLR Memory\% Time in GC % time. 13.72 0
O \.NET CLR Memory\Allocated Bytes/sec Bisec 2.47e+007 0
[m] \.NET CLR Memory\Gen 2 Heap Size B 1.17e+007 0
O \.NET CLR Memory\Large Object Heap size B 4,899,177.78 0
[m] Apps\Avg. Request Time: ms 1,420.00 0
m] \Apps|Exception Events/sec requestsfsec 0.04 0
[m] Apps\Honitored Requests/sec requests/sec 7.25 0
ml \Apps\Performance Events/sec requestsfsec 0.02 0
11
100
90—
80—
70
60—
50+
40—
30
204
10

2P e e e e se e el e e

16. Close Internet Explorer.
17. After returning to the Alert Properties, under the section labeled TFS Work Item Owner select
Change.

Repeat Count: 2
TFS Work Item ID:

TFS Work Item Owner:

Qwner: | | | Change...

Ticket ID: | |

18. On the Select User dialog enter Administrator and select Check Names. Click OK.
19. Under Alert Status, click the dropdown and select Scheduled.

Alert Status:

Once you have identified the problem and taken corrective action, you can select "Closed’ which will remove the Alert from
the system once changes are committed.

Mew L

New
Awaiting Evidence

Assigned to Engineering
Adknowledged

20. Click OK to close the Alert Properties.

Max
49.19

32126
1.89
38.28

121

111

8

96.14
7.82e+007
2.19e+007
1.82e+007
25,873
0.33
3108

0.11

Apply



a2 Alert Properties [x]

General ‘Product Knowledge I Company Knowledge | History I Alert Context I Custom Fields

1
= Server Application Exception

Key Details:

Alert source: v)_.SCCIMUlfTaIklngHeads—Froduct\on
Severity: Warning

Priority: Medium

Age: 29 Minutes

Repeat Count: 2

TFS Work Item ID:

TFS Work Item Qwner:

Owner: |cnntnsn'pldm\nish'atnr | | Change...

Ticket 1D: [ |

Alert Description:

TalkingHeads - Production’ on SCOMD 1. contoso.com has had an application failure occur. An exception of type
'System.ServiceModel, FauHExcephon with @ message of 'System.ServiceModel FaultException’ was thrown in
ﬁalklngHeadsfSecurEJPost aspx’. For additional details please use the following link:

COMO 1/AppDiagnostics (Pages/login. aspx?m=ev &uid =7d427a 7c-78a5-43ab-acae-0 117f254ffal

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed” which will remave the Alert from
the system once changes are committed.

Scheduled v

# Next oK || Cancel H Apply

A0 SCOMOT/Talki.. Server Application Exception ‘TalkingHeads ...
A SCOMO1/ Talki.., Server Application Exception ‘TalkingHeads ...
/1 SCOMO1/Talki... Server Performance Exception ‘(TalkingHeads...
A SCOMO1/Talki... Server Performance Exception ‘fTalkingHeads...

Mew

21. After returning to the Active Alerts node, select a Server Performance Exception alert.

2/28/2014 21927 AM
2/28/2014 2:19:25 AM
2/28/2014 2:19:28 AM
2/28/2014 2:19:13 AM

has had a performance issue when a process exceeded its expected duration.

Alert Description:

23. Under Alert Description, click the link to launch Internet Explorer.

'(TalkingHeads /SecureSearch.aspx’ has exceeded the configured thresheld 3000 ms on: SCOMO 1. contoso. com. For
additional details please use the following link: http: //SCOMO 1/AppDiagnostics (Fages login. aspx?m=ev &uid=5310623b-

0b3c-0000-b303-00000152749d

the information.

24. When the Windows Internet Explorer Dialog appears, select Yes to close the window.

39 Minutes
39 Minutes
40 Minutes
40 Minutes

22. Right-click it and select Properties. This error indicates that an application running on the server

25. Expand the various components of the event by clicking the plus signs (+) and triangles and review



2 Performance Event 1D 10 - Internet Explorer = [ = -

'@ Actions
Event properties | Similar events | Related events | Distributed chains | Performance counters Eﬂ
Event dass: Performance Event Event Date: 2/28/2014 2:19:25 AM
‘Component: System.Web.dll Build: 4.0.0.0
Source: TalkingHeads - Production Computer:  contoso.com\SCOMO1
Status: Mew Aspect: Performance
Description = ~
Name Value
= Business Context
- objectURT http://localhost/TalkingHeads/Secure/Search.aspx
\.. userHostAddress 211 (IPV6)
Slowest Nodes E
3,449/ 3,49 ms WCF : TalkingHeads.UI.SearchPosts. SearchPostsSoap. Find (}. Client side
Stack Fl
¥ Expand Al (®) Execution Tree View () Resource Group View
= =% 3,606 ms » ASP page : [TallingHeads/Secure/Search.aspx

i@ <% 3,576ms  TalkingHeads.UL Secure.Search.SearchPosts{)
’E\ i 3,556 ms TalkingHeads. UL SearchPosts.SearchPostsSoapClient. Find()
] =% 3,555 ms TalkingHeads. UL SearchPosts. SearchPostsSoapClient. TalkingHeads. UL SearchPosts. SearchPostsSeap. Find()

% 3,49 ms » WCF : Talkir ds.UI.SearchPasts. SearchPy oap.Find (). Client side
Collection Notes El
Hame Value
Full &pplication Path Default Web Site/TalkingHeads
Process ID 2956
Thread ID 703516542360
CPU Cores 2 v
Threshold 3000
Perfarmance Event ID 10 0%~

26. Close Internet Explorer.

27. After returning to the Alert Properties page, under Alert Status select Closed and click OK.

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed’ which will remove the Alert fron
the system once changes are committed.

New Y]

Mew

Awaiting Evidence
Assigned to Engineering
Acknowledged
Scheduled

Resolved

Closed

28. After returning to the Active Alerts node, select a Client Application Exception alert.

Active Alerts (11)

> Source @ MName Description Resolution State  Created Age

4 Severity: Warning (11)
/0 SCOMODT/Talki... Client Application Exception /TalkingHeads/... New 2/28/2014 21950 AM 45 Minutes
A0 SCOMD/Talki.., Client Application Exception /TalkingHeads/... MNew 2/28/2014 21842 AM 46 Minutes

29. Right-click it and select Properties. This error indicates that a client received an error while using

the application.

30. Under Alert Description, click the link to launch Internet Explorer.



Alert Description:

[TalkingHeads/Secure /Status. aspx failed with Web Page Client Side Exception has been detected in application
TaIklngHeads Productlon on SCOMO1. conbaso com. For addmonal details please use the following link:

31. When the Windows Internet Explorer Dialog appears, select Yes to close the window.

32. Expand the various components of the event by clicking the plus signs (+) and triangles and review
the information.

2 Exception Event ID 18 - Internet Explorer == -
'@} Actions
Event properties | Similar events | Related events g'
Event dass: Client Side Exception Event Event Date: 2/28/2014 2:20:21 AM
Component: Unknown Build: NjA
Source: TalkingHeads - Production {Client) Computer: contoso.com{SCOMOL
Status: New Aspect: Application Failure

Page Urk: http://localhost/TalkingHeads/Secure/Status.aspx

Exception Data =

Name Value Structure
[ “% exception dass
: § message The value of the property 8" is null or undefined, not a Function object
@ ud http:/flocalhost/TalkingHeads/Secure/Status. aspx7U=34
¢ lineld 13
Stack =
~ Collapse all

» Web Page Client Side Exception: The value of the property '$'is null or undefined, not a Function object Hhrowm at

Global Variables

Browser Capabilities =

Browser Capabilities
Name Value
@ Browser Type IE7
@ User Agent Mogzilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0; .NET4.0E; .NET4.0C; .NET CLR 3.5.30729; .NET CLR 2.0.50727;
.NET CLR 3.0.30729)
End User Information v
Exception Event [D 18 #100% -

33. Under Page Url, note the exact URL which generated the exception event.

= Page Urk http:{/localhost/TalkingHeads/Secure/Status. aspx

Name Value
§ queryString u=34
session n gawr rirgqg
] onll ksx0zsfg3wr32kzzrifaqal
¢ urlReferrer http:/localhost/TalkingHeads/Secure/Search.aspx

34. Under Browser Capabilities note the browser type and various user agents that were used when
the event was generated. This can be used to reproduce and troubleshoot the event.



Browser Capabilities £

Browser Capabilities

Name Value
@ Browser Type IE7
@ User Agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident(7.0; .NET4.0E; .NET4.0C; .NET CLR 3.5.30729; .NET CLR 2.0.50727;

.NET CLR 3.0.30729)

35. Select the Similar events tab at the top of the page, these are identical events that have
happened in recent history.

£ Actions
Event properties Related events
Similar by: QPruhlem -
Problem: /TalkingHeads/Secure/Status. aspx failed with Web Page Client Side Excep...
From: 2/14/2014  2:20:21 F To: 2/28/2014  2:20:21 ::F Apply
Number of Events: 2
First Event Date:  2/28/2014 2:19:50 AM Last Event Date: 2/28/2014 2:20:21 AM
1] Description Source Computer Status Local Date
18 [TalkingHeads/Secure/Status. aspx?U=34 faied with "The value of the property '$ TalkingHeads - SCOMO1 New 2/28/2014
is null or undefined, not a Function object” Production {Client) 2:20:21 AM
14 fTalkingHeads/5Secure/Status. aspx failed with “The value of the property s is null TalkingHeads - SCOMO01 New 2/28/2014
or undefined, not a Function object™ Production {Client) 2:19:50 AM

36. Select the Related events tab at the top of the page, this displays events that are similar but may
not be identical to this particular failure.

Actions

Event properties Similar events

Period: 1 minute - Apply

Number of Events: 2

First Event Date:  2/28/2014 2:20:21 AM Last Event Date: 2282014 2:20:25 AM
1D Description Source Status Local Date
19 [TalkingHeads/Account/Legin. aspx?ReturnUr=/TalkingHeads/Secure/Status.aspx failed with "Syntax error” TalkingHeads - New 2/28/2014
Production (Client) 2:20:25 AM
18 [TalkingHeads/Secure/Status. aspx?U=234 failed with "The value of the property 'S’ is null or undefined, not a TalkingHeads - Mew 2/28/2014
Function object” Production (Client) 2:20:21 AM

37. Close Internet Explorer.

38. After returning to the Alert Properties, under the section labeled TFS Work Item Owner, select
Change.

TFS Wark Item ID:

TFS Work Item Qwner:

Owner: | | | Change...

Ticket ID: | |

39. On the Select User dialog enter Developer and select Check Names. Click OK.



Select User -

Select this object type:

|User | | Object Types... |
From this location:

|Errtire Directory || Locations... |

Enter the object name to select (examples):
Developer (Developer@contoso .com)) Check Mames

oK ] o]

40. Under Alert Status, click the dropdown and select Assigned to Engineering and click OK.
Operations Manage can be connected to Team Foundation Server (TFS) so that any issues which
are assigned to developers will appear in their bug database with all the relevant data which can

be used to help resolve the issue.
Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed” which will remove the Alert from
the system once changes are committed.

New Y]

Mew
Awaiting Evidence

Acknowledged
Scheduled
Resolved
Closed

41. After returning to the Active Alerts node, select a Client Performance Exception alert.
Active Alerts (11)

&  Source f’) MName Description Resolution State  Created Age

4 Severity: Warning (11)
/1 SCOMO1/Talki.., Client Application Exception fTalkingHeads/... Assigned to En... 2/28/2014 2:1%50 AM 1 Hour, 4 Minu...
1 SCOMO1/Talki... Client Application Exception /TalkingHeads/... Mew 2/28/2014 2:18:42 AM 1 Hewr, 1 Minute
/1 Home Page./T... Client Page Performance Exception Client Page: /T... New 2/28/2014 2:18:00 AM 1 Hour, & Minu...

42. Right-click it and select Properties. This error indicates that a client received an error while
loading a webpage.

43. Select the Product Knowledge tab. Review the information.



ol Alert Properties -

General | Product Knowledae | Company Knowledge I History I Alert Context I Custom Fields

s

Summary
The object state is changed to unhealthy when the total number of client-side performance events for a
configured transaction exceeds the monitor threshold.
Causes
Client-side performance alerts are generated when the page load time for the web application exceeds the
configured threshold. The total timing is measured at the web browser, is correlated to server pracessing
time, and then is separated into the following categories that are available in the event details:
When the page load time exceeds the threshold:

Metwaork request and response time

Page redirects

Server response time

Document Object Madel [DOM] loading time

Peripheral loading — the amount of time that is spent loading page external resources, such as images

and scripts

Running time for Window.OnlLoad() client-side event handlers
When the response time for AJAX calls exceed the threshold:

Metwaork request and response time

Server response time

JavaScript execution
Significant amount of time spent in one or a few categories might point to the root cause of the
performance problem. For example, the time spent processing network requests and responses might
suggest slow network connectivity, Long server response time might be caused by slowly-running server
code, and can be further troubleshoot by investigating associated server-side performance alerts. Slow DOM
loading might be linked to excessive complexity or size of the application page, or might also point to slow
performance of the client browser, Long run times for the Window.OnlLoad() event or slow AJAX JavaScript
indicate inefficient code on the page or might be due to slow performance of client browser, A large number
of page redirects might result from complex or inefficient application code.
Resolutions
Client-side performance alerts are generated when the run time exceeds the configured threshold, Typical
application performance degradation causes might be slow performance of the web server, a slow network,
ar inefficient application code. v

i Previous | | & Next 0K | | Cancel

44. Select the General tab.

45. Under Alert Description, click the link to launch Internet Explorer.

Alert Description:

Client Page : [TalkingHeads /Default. aspx is slow at Server Response Time. The configured threshold 1000 ms for
TalkingHeads - Production on SCOMO1.contoso.com for the transaction Home Page has been exceeded. For additional
details please use the following link: http: //SCOM0 1/AppDiagnostics Pages login.aspx?m=ev &uid =C 360080 2-F863-
4E71-A1BC-530058513E7E

46. When the Windows Internet Explorer Dialog appears, select Yes to close the window.



47. Expand the various components of the event by clicking the plus signs (+) and triangles and review
the information. The graph indicates the exact time that it took for each component of this
webpage to load. In this example the threshold is set to 1ms as indicated by the red line and text
in the lower part of the diagram. On the upper part of the diagram, note the times that it took for
the network request to complete for the time to first byte(TTFB) for the time that it took the
document. Object model (DOM) to be ready and the time that it took the page to be ready. This
has exceeded the preconfigured threshold which resulted in this alert being generated.

2 Performance Event ID 1 - Internet Explorer == -
Actions
Event properties | Similar events | Session events | Distributed chains (%;-'
Event dass: Client Side Performance Event Event Date: 2/28/2014 2:17:45 AM
Component: Unknown Build: M/A
Source: TalkingHeads - Production (Client) Computer: contoso.com\SCOMO1
Status: New Aspect: Performance
Page Urk http://scom01. contoso. comy TalkingHeads/Default. aspx ~
Performance Metrics [l
Total Time : 2,424 ms Total Size: 5.5 KB
Network Latency: 11 ms
Channel Quality: Excellent
TTFE (1,558 ms)
DOM Ready (2,130
ms,
ey
|
554 KB
Threshald - 1,000 ms 1 s
o 1,000 2,000 3,000 4,000
Duration
¥ Server Response Time {1,538 ®  Dpom Loading {532 ms, 21.95%)
ms, 65.92%) ® Himl
®  Peripheral Loading (24 ms, & window.onload() (0 ms, 0%}
12.13%) L
#00% -

48. Close Internet Explorer.

49. After returning to the Alert Properties, under the section labeled TFS Work Item Owner, select
Change.

TFS Work Item ID:

TFS Work Item Owner:

Owner: | | | Change...
Ticket ID: | |

50. On the Select User dialog enter Developer and select Check Names. Click OK.



Select User -

Select this object type:

|User | | Object Types.. |
From this location:

|Errtire Directory | | Locations... |
Enter the object name to select (examples):

Developer (Developer@contoso.com)) Check Names

oK ] o]

51. Under Alert Status, click the dropdown and select Assigned to Engineering and click OK.
Operations Manage can be connected to Team Foundation Server (TFS) so that any issues which

are assigned to developers will appear in their bug database with all the relevant data which can
be used to help resolve the issue.

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed” which will remove the Alert from
the system once changes are committed.

New Y]

Mew
Awaiting Evidence

Acknowledged
Scheduled
Resolved
Closed

52. Click OK to close the Alert.

5.5 - SCA & SCOM: Monitor Applications with Advisor

SCA & SCOM: 6.5.1 - Monitor SQL Server

In this exercise System Center Advisor alerts and recommendations about SQL Server 2012 will be
viewed through Operations Manager. Advisor is a free cloud service which offers proactive
monitoring and best practice recommendations to reduce downtime and resolve issues faster. For
more information visit www.SystemCenterAdvisor.com.

Estimated time to complete: 10 minutes


http://www.systemcenteradvisor.com/

SCOMO1
Perform the following on SCOM01
1. From SCOMO1, open the Operations Manager Console by clicking the icon in the taskbar.

EIE

2. Navigate to the Monitoring workspace.

. Monitoring

Z{ Authoring

l-’:li Reporting

Administration

By

E My Workspace

3. Go to Monitoring and then select the folder called System Center Advisor and select Active

Alerts.
Monitoring € Active Alerts (29)
> [, Metwark Discovery ~| 4 Lookfor: | Find Now Clear
> [ Motification 2 |Source @ | Name ~
> La SEER R 4 Severity: Critical (6)
> |_g Service Provider Foundation 3 . . .
- ) ) (4 SCYMMOT.cont... SCL Server security configuration does not allow Systel
> g Service Reporting - SCo01 LS . i ion d low S
. .g, Synthetic Transaction @:3 .contoso., Q0L Server security configuration does not allow Syster =
5 -2. System Center 2012 Configuration Manager I§:3 SCOMOT.conto.., SOL Server security configuration does not allow Syste
- [ System Center 2012 R2 Data Pratection Manager I@ SCVMMOT.cont... Unsuppeorted SOL Server version used by VIVIM
4 [Lg System Center Advisar I@ SCVMMOT.cont... VMM Server does not meet some of the recommendec
[ﬂ Active Alerts l I@ SCVMMOT.cont... VMM Server SPN are not registered correctly
@ Advisor Health State 4 Severity: Warning (23)
» g System Center Orchestrator /My SCCMDT.conto.., S0L Server database configuration: number of tempdb
-~ TalkingHeads Management Fack —| /A SCDPMO1.cont.. SOL Server database configuration: number of tempdb
’ & Team Foundation Server 2012 /0 SCOPMOT.cont... SCL Server Database mail configuration issue may resu
g UNIX/Linw Computers . ' A
0 SCCMDT.conto... 50L Server Database mail configuration issue may resu

» [@ Veeam for VMware

N i LY. [ S L SRR AUy TSP IR ) IR I P



4. Select the Name column to sort the names by alphabetical order.

5. Select the critical alert which states SQL Server security configuration does not allow System
Center Advisor to function property. Read the information in this alert. This alert is advising the
administrator on how to optimize System Center Advisor so the Advisor service itself can perform
better.

Active Alerts (29

Qk Lock for: | Find Now Clear

> Source @ MName Resolution State  Createc ™
4 Severity: Critical (6)

'@ SCVMMO1.cont.., VMM Server SPM are not registered correctly New 1/10/2(
I@ SCVMMO.cont... VMM Server does not meet some of the recommended hardware specifications MNew 1710720
'@ SCVMMO1.cont.., Unsupported 5QL Server version used by VMM New 1710720
[.@ SCVMMO1.cont... SQL Server security configuration does not allow Systerm Center Advisor to function properly New 110720,
< m >
Alert Details v
Iﬁl SQL Server security configuration does not allow System Center Alert D ioti A
=" Advisor to function properly = S e
Source: a SCVMMOT .cantoso.com System Center Advisor Health Service runs under the Local System security
Full Path Name: SCVMMOT .contoso.com\SCYMMO1.contoso.com context. When the Advisor service connects to S0L Server instance, it uses
Alert Rule: ) system Center Advisor Alert the Local System credentials. In SQL Server versions [2005, 2008 and 2008 R2]
Created: 1/10/2014 8:15:59 PM the Local System account was provisioned as a Windows Login and added

to the sysadmin server role by default. Starting with S0L Server 2012, the
Local System windows login is not a member of the sysadmin server role, As
a result when you install Advisor, it will not be able to monitor the SQL 2012
instance completely and not all rules can generate alerts. Follow the
instructions in the KB article to provision the required logins to ensure
Advisor can work with this 30L Server instance,

Path: /MSSOLSERVER
Security context used by Advisor to connect to SOL Server: NT

AUTHORITNSYSTEM
Is this login @ member of sysadmin server role?: Mo

Knowledge: View additional knowledge... (V]

6. Inthe Tasks column under Tasks select Set Resolution State | Assigned to Engineering.



g with S0L Server 2012, the

of the sysadmin server role, As o "
= able to monitor the 50L 2012
erate alerts. Follow the [=:| Alert Properties
r ired logins t
equired logins to ensure *3( Close Alert
Set Resolution State #
Acknowledged soltion 5t
+5 Aszigned to Engineering Entity Properties
Awaiting Evidence Health Explorer
h Closed gation ~
L Alert View
el Diagram View
| Scheduled D g

Under Critical Alerts, select the Warning with the name "SQL Server Database configuration:
number of temp db data files might result in blocking." In the right column under Advisor Tasks,
note the option to View Solution/KB Article. Selecting this link would open the website, however
there is no internet connection so an offline copy of this information will be used instead.

Active Alerts (29)

\;k Look for: | | Find Now Clear
& | Source '@ Name « Resolution State  Createc ™
/1, SCOMO1.conto... SOL Server feature "Instant File Initialization" is not enabled Mew 110720
/1 SCDPMOT.cont... SOL Server database present without a clean consistency check MNew 1710720
1 SCCMOT.conto., SOL Server database present without a clean consistency check Mew 110720
1. SCDPMO1.cont... SOL Server database present without a backup MNew 1710720
/1 SCCMD1.conto... SOL Server database present without a backup Mew 1710420
/1 SCDPMO1.cont... SOL Server Database mail configuration issue may result in mail not getting processed. Mew 110720
/1 SCCMOT.conta.., SQL Server Database mail configuration issue may result in mail not getting processed. Mew 110720
/v SCCMO1.conte... SOL Server database configuration: number of tempdb data files might result in blocking MNew 110720 =
/v SCDPMO1.cont... SOL Server database configuration: number of tempdb data files might result in blocking Mew 112720
b
£ m >
Alert Details v
q 5QL Server database configuration: number of tempdb data files Alert D inti A
== might result in blocking ert Description
Source: Ei SCCMO1.contoso.com This instance of SQL Server has only one tempdb data file while there is
Full Path Mame: SCCMOT.contose.com\SCCMO1.contoso.com maore than one scheduler in use, When there is heavy tempdb usage, the
Alert Rule: ) System Center Advisor Alert tempdb database can become a single point of c-?nte.nti-:un and affect
Created: 1/10/2014 B:17:31 PM concurrency and performance. To reduce contention in the tempdb
database, increase the number of tempdb data files, and configure the
required startup trace flags to reduce allocation contention.
Path: /MSSQLSERVER
Mumber of tempdb data files: 1
Mumber of logical processors used by SOL Server 0% 2
v

Knowledge: View additional knowledge...



8. Minimize the Operations Manager Console window and from the Desktop open the folder named
Advisor Solutions.

9. Select the webpage file with the identical name SQL Server database configuration number of
tempdb data files might result in blocking. Open the webpage. Read the information on this
webpage as an example of an Advisor best practice. Return to the Operations Manager Console.

NN A
“ Home Share View

T ‘ . v AdvisorSolutions

AdvisorSolutions

- Mame
~{ Favorites

B Desktop
4 Downloads

2 Recent places

1M This PC
m Desktop
‘| Documents
4 Downloads
o Music
= Pictures
8 Videos
iy Local Disk (C:)
w Local Disk (D)

i0i | SOL Server database configuration number of tempdb data files might result in blocking
{0k SOL Server Database mail configuration issue may result in mail not getting processed
I0f | SGL Server database present without a backup

i SOL Server database present without a clean consistency check

I0f | SQL Server feature 'Instant File Initialization' is not enabled

i0k| SCOL Server has encountered memory paging Msg 17830

I8 | SGL Server might have performance impact if Indexes have high fragmentation

I0f | SCL Server msdb systemn database does not have connect permission for guest user

i0E | SQL Server security configuration does not allow Systemn Center Advisor to function prope...
I0f | System Center Advisor

i0¢ | The SOL Server build on this instance is lower than SCOL Server 2012 CU4

I0f | Unsupported SOL Server version used by VMM

I8 VMM Server does not meet seme of the recommended hardware specifications

108 | VMM Server SPM are not registered correctly
“_i Metwork

10. Return to the Operations Manager Console and with the alert still selected select Close Alert
from the Tasks pane.

Tasks -~

= Alert Properties
J-'F Close Alert

Set Resolution State #
= Entity Properties

B Health Explorer

11. Select the Warning with the name, "SQL Server database mail configuration issue may result in
mail not getting processed."



Active Alerts (28)

A Lockfor: | Find Now  Clear

=  Source .é-} Marme ~
n SCOMON.conto...
A SCOMOT.conto...
A SCOMOT.conto...
A0 SCOMD.conto...
/v SCOM.contoso..
Ay SCVYMMOT.cont...
A SCOMOT.conto...
v SCOPMO.cont..,
0 SCEMOT.conto..,
Ay SCDPMOT.cont...
Ay SCCMDT.conta...
/1 SCDPMOT.cont...
A0 SCEMOT.conto...
0 SCOPMOT.cont...

SCL Server might have performance impact if Indexes |
S0L Server might have performance impact if Indexes |
SCL Server has encountered memory paging: Msg 178!
SCL Server has encountered memaory paging: Msg 178
S0L Server feature "Instant File Initialization” is not ena
SCL Server feature "Instant File Initialization” is not ena
50L Server feature "Instant File Initialization" is not ena
SCL Server database present without a clean consistens
S0L Server database present without a clean consistens

S0L Server database present without a backup

SOL Server database present without a backup
S0L Server Database mail configuration issue may resu
50L Server Database mail configuration issue may resu

S0L Server database configuration: number of tempdhb .

. Return to the folder on the Desktop called Advisor Solutions.

. Select the file with the name SQL Server Database mail configuration issue may result in mail not
getting processed.

14.
15.
16.

Open the webpage in Internet Explorer and briefly review the information.

Return to Operations Manager.

Under the Tasks pane, select Alert Properties.



General | product Knowledge | Company Knowledge | History | lert Context | Custom Fields |

A

SQL Server Database mail configuration iszwe may result in mail not getting processed.

Key Details:

Alert source: E SCCMO1.contoso.com
Sewerity: Warning

Priarity: Medium

Age: 39 Days, 16 Hours, 23 Minutes
Repeat Count: 2

TFS Work Item ID:

TFS Work Item Owner:

Owner:

Ticket ID:

Alert Description:

In this 5QL Server instance, Advisor detected a configuration issue with DEMail that can prevent DEMail from sending ™
emails. Review the information below and see the KB artide for more information.

Path: MSSQLSERVER v
Database Mail Status: false

- e [ e O o

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed’ which will remaove the alert from
the system once changes are committed.

Mew

@ Previous H ¥ Next

17. Under Owner, select the Change button.

18. In the Select User dialog, under Enter the object name to select, enter Tier2 and click the Check
Names button to resolve the object to Tier2@contoso.com. Click OK.



Enter the object name to select (z@mples):

Tier2 (Tier, ntoso.com

19. Under Ticket ID enter Maill
20. Under Alert Status in the dropdown, choose Scheduled.



General | Product Knowledge | Company Knowledge | History | Alert Context | Custom Fields |

A

SQL Server Database mail configuration iszue may result in mail not getiing processed.

Key Details:

Alert source: E SCCMO01.contoso.com
Sewverity: Warning

Priority: Medium

Age: 39 Days, 16 Hours, 23 Minutes
Repeat Count: 2

TFS Work Item ID:

TFS Work Item Owner:

Owner: |'I'|er2@contosn.com

Ticket ID: |Mai|1

Alert Description:

In this SQL Server instance, Advisor detected a configuration issue with DBMail that can prevent DBMail from sending fa)
emails. Review the information below and see the KB artide for more information.

Path: MSSCLSERVER
Databasze Mail Status: false

e S e e N R R e R

W

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed’ which will remove the Alert fram
the system once changes are committed.

Scheduled

@ Previous || ¥ Next

21. Click OK.

22. Select the warning that says SQL Server database present without a backup.



/1) SCCMO1.conto... SOL Server database present without a backup New 1/10/2014 &:17:36 PM 39 Days, 16 Ho...

/1 SCDPMO1.cont... SOL Server Database mail configuration issue may result in mail not getting processed. New 1/10/2014 &11:17 PM 38 Days, 16 Ho...

/1y SCCMD1.conto... S0L Server Database mail configuration issue may result in mail not getting processed. Scheduled 1/10/2014 &:17:35 PM 39 Days, 16 Ho...

/1 SCDPMO1.cont... SQOL Server database configuration: number of tempdb data files might result in blacking New 1/12/2014 9:31:41 PM 37 Days, 15 Ho...

Alert Details
A\ SQL Server database present without a backup Alert Description
SOOI B8 sccmot. contoso.com A SO Server database has not been backed up since it was created, Backups are essential ta recover from
Eull Path Name: SCCMOT. contoso.com'SCCMOT.contoso.com damaged or corrupted database. Without a valid backup, you can lose the data that was stored in the
Alert Rule: ) System Center Advisor Alert database, Review n'.ve database that does not have a backup and set up a maintenance plan to perform
Created: 1/10/2014 B:17:36 PM backups at regular intervals.

Path: /MSSQLSERVER/CM_HQ1
Database name: CM_HQ1

Database creation time: Jan 4 2014 6:22PM
Time elapsed without a backup: 6

23. Go to the AdvisorSolutions folder on the Desktop.

24. Open the webpage with the same name, SQL Server database present without a backup. This KB
article includes best practices and other helpful information to optimize the performance of the
SQL database.

25. Return to the Operations Manager console.

26. Select the warning with the name SQL Server feature "Instant File Initialization" is not enabled.
Review the information in the details pane under the Alert description. See how this can help
optimize the performance of SQL server.

/1, SCO01.contoso... SQL Server feature "Instant File Initialization” i not enabled New 1/10/2014 8:14:43 PM 39 Days, 16 Ho...

A SCYMMO1.cont... SOL Server feature "Instant File Initialization” is not enabled New 1/10/2014 8:15:38 PM 38 Days, 16 Ho...

/8 SCOMOT.conto.. SOL Server feature "Instant File Initialization” is not enabled New 171072014 8:17:34 PM 33 Days, 16 Ho..

/1y SCDPMO1.cont... S0L Server database present without a clean consistency check New 1/10/2014 8:09:23 PM 39 Days, 16 Ho...

/1y SCCMO1.conto... SOL Server database present without a clean consistency check New 1/10/2014 8:17:36 PM 38 Days, 16 Ho...

/1 SCDPMOT.cont... SOL Server database present without a backup New 171072014 8:09:22 PM 33 Days, 16 Ho...

1y SCCMD1.conto... SOL Server database present without a backup New 1/10/2014 8:17:36 PM 39 Days, 16 Ho...

/iy SCDPMOT cont... SQL Server Database mail configuration issue may result in mail not getting processed. Mew 171072014 8:11:17 PM 29 Days, 16 Ho...

/8 SCCMO1.conto... SOL Server Database mail configuration issue may result in mail not getting processed. Scheduled 171072014 8:17:35 PM 33 Days, 16 Ho...

/1y SCDPMO1.cont... S0L Server database configuration: number of tempdb data files might result in blocking New 1/12/2014 %:31:41 PM 37 Days, 15 Ho..

Alert Details
L4 SQL Server feature “Instant File Initialization™ is not enabled Alert Description
Source: B 5cont.contosa.com The SQL Server instance is not using the Instant File Initialization feature. When Instant File Initialization is
Eull Path Name: SCOO0T.contoso.com\SCO0.contoso.com enabled, SCL Server can perform database data file maintenance and creation operations quickly. Without this
Alert Rule: System Center Advisor Alert feature, when SQL Server has to create or grow a file, the new file portion has to be zeroed out before it can be
Createct i3 1/10/2014 5:14:49 PM used by SOL Server. This can slow down the file growth or creation operations. This can affect the performance

of database creation, database restore and file growth operations, During SGL Server startup, tempdb
database creation can take a long time. Note that the SQL Server service startup account needs the user right
perform volume maintenance tasks” to be able to use the Instant File Initialization feature,

Path: /MSSOQLSERVER

SQL Server service startup account: CONTOSOVsql

SQL Server service startup account is granted the user right “perform volume maintenance tasks™ false
Instant File Initialization is disabled explicitly: false

27. Browse several other alerts from Advisor then navigate to the folder on the Desktop named
AdvisorSolutions.

28. Open the webpage with the same name as the alert you chose and review. Use the saved
webpages in this folder since there is not an active outbound Internet connection available from
within the virtual lab environment.

29. Close the AdvisorSolutions folder.



